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Abstract

Attacks on security systems within the past decade have reasfed that security Ap-
plication Programming Interfaces(APIs) expose a large and real attack surface but
remain to be a relatively unexplored problem. In 200(Bond et al. discovered API-
chaining and type-confusion attacks on hardware security maules used in large bank-
ing systems. While these rst attacks were found through huim inspection of the
API speci cations, we take the approach of modeling these AP formally and us-
ing an automated-reasoning tool to discover attacks. In pacular, we discuss the
techniques we used to model th&rusted Platform Module(TPM) v1.2 API and how
we usedOtter , a theorem-prover, andAlloy , a model- nder, to nd both API-
chaining attacks and to manage APl complexity. Usin@Alloy , we also developed
techniques to capture attacks that weaken, but not fully copromise, a system's se-
curity. Finally, we demonstrate a number of real and \near-riss" vulnerabilities that
were discovered against the TPM.
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Chapter 1

Introduction

In this connected age, an information security system sucls @an online banking ap-
plication has to not only o er services to customers and clies but must also give
them assurance of privacy and security across various usaggenarios and threat
models. This complexity of this task often results in the sysm relying on a special-
ized hardware or software module for security services thugh a security Application
Programming Interface

An Application Programming Interface (API) is a set of commands that pack-
age and expose complex functionality to external clients ia simple way. These
include commands that e ect the features directly as well aany other initialization
and management commands. Clients can use these commands @&ling blocks for
software applications without having to worry about the unerlying details, which
are abstracted from them. For example, a client can simply tathe command
ConnectToHost(host) to establish a http connection without having to deal with
opening the network sockets and performing checksums on treceived packets. A
good example of a software API is the Java Standard DevelopmeKit API.

A security API has the same goal of abstraction, except thathte commands in a
security APl are mostly aimed at providing security service and come with multiple
implicitly or explicitly stated security policies A security policy is a constraint on the
behaviour of the command that guarantees security. For exgite, an APl command in

a banking system could beSecureTransfer(Integer x, Account accl, Account
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acc2), which transfersx dollars from accl to ac@. There is an implicit assumption
here that the data sent to the bank cannot be tampered with anthe command may
achieve this by opening a Secure-Sockets Layer connectioithvthe bank, although
this information is abstracted from the user. This assumptin representsa security
policy of this command. A good example of a software securi8fI is the Microsoft

Cryptographic API.

1.1 Problem with Security APIs

In the past decade, the increasing awareness of the importanof security not only
fueled the development of security modules but also encogesd better security en-
gineering { many security standards were established, th&usted Computing [1]
initiative was started and Microsoft even made security itdiggest concern.

As a result, cryptographic primitives, such as key generat and hashing algo-
rithms, encryption and decryption schemes, have undergonigorous analysis and im-
provement. In fact, based on past lessons, security engine&now to use established
primitives like RSA. Protocols, sequences of steps that sgt a working environment
such as a key exchange, have also undergone much scrutiny destelopment, espe-
cially after the famous attack on the Needham-Schroeder poxol in 1995 [15]. In
the same manner, system designers are careful to use estdi@dd protocols such as
Kerberos or SSL.

Despite these e orts, information security systems relignon security modules
are constantly being broken. We believe that this is often duto poor security API
design, which has not received a similar degree of attenti@s compared to crypto-
graphic primitives and protocols. In fact, Anderson in \Why Cryptosystems Fail" [2]
pointed out that many of the failures of retail banking systens were not caused by
cryptanalytic or technical weaknesses but by implementain errors and management
failures.

Our conviction began when Bond and Anderson found API leveltacks on many

crypto-processors like theVisa Security Module(VSM) and the IBM 4758 Common
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Cryptographic Architecture(CCA) [17] in 2000. They exploited the VSM's key-typing
system, where key types were used to distinguish keys integatifor di erent uses. By
manipulating the key-type information, they were able tri& the system into accepting
an invalid key. They also found a similar attack on the IBM 478 CCA, which is
used in bank networks. In this case, the 4758 XORed key-tyghninformation into
key material. Using the XOR properties, they were able to twak the key-typing
information to pass o an invalid key as a valid one for a parttular operation. In
a short span of a few years, more attacks were found on the Calis and PRISM
systems [6], giving more evidence that the problem with setty APIs was indeed a
real one.

The crux of the problem, it seemed, was that security polickecould be subverted
when APl commands were chained in a totally unexpected marme~or a system with
a handful of commands, protecting against these attacks wiounot be a problem.
But what about complex real systems that have 50-100 operatis working across
4-5 modules? Another problem was that the security policie®r the system were
not translated down to API-level requirements that could bechecked easily by the
software developers. We believe that the addition of sectyristatements at API-level
documentation is a good start to solving the security API prblem.

Despite the likelihood of vulnerability, security APIs hae not received due aca-

demic attention. This thesis explores this problem with fanal automated analysis.

1.2 General Approach

Many of the earlier security APl vulnerabilities were foundthrough careful human
inspection and analysis, as Bond and Anderson did with the \K& With larger sys-

tems containing more API operations, this requires thinkig through an exponentially
large search space and veri cation becomes a tedious and angfiving process. The
most obvious response is to employ mathematics and formal theds together with

automation.

But hasn't this already been done? Many ask if security API aalysis is all that
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di erent from security protocol analysis. We argue that APk present a tremendously
more complex problem since API operations could potentiglluse cryptographic prim-
itives, initiate security protocols, interact with the network and operating system and
even manipulate non-volatile storage. Furthermore, sedty APIs tend to have exten-
sive key management features, something that protocols geally do not. Therefore,
we argue that the analysis of APIs is necessarily more complkend will require greater

considerations than those of protocols.

Nevertheless, studying the analysis of security protocotgave us a wide variety
of techniques and tools to choose from. The formal methodsedsin analyzing secu-
rity protocols range from belief-based approaches like tH2AN logic model [18], to
model-checking approaches that started with th€ommunicating Sequential Processes
(CSP) [11] andDolev-Yaomodels [8], to proof-based approaches such as induction in
reasoning about sequences of steps. We needed a languagedbald describe API
commands and a tool that could search through chains of thesperations, returning

the exact execution trace if an attack was found.

This led us to current choice ofOtter , a theorem-prover andAlloy , a model-
nder. Theorem-provers nd a series of logical statements.€. a proof), derived from
an initial set of axioms, that prove a particular statement.We model APl commands
as logical implications and attacks as goal statements. Theol then searches for a
proof of the goal statement. If it terminates and nds one, tle series of implications
will represent the sequence of API calls for the attack. Modtlenders work very
di erently; a model- nder takes a set of constraints as a moel and attempts to nd
an instance that satis es it. We model the commands and the gbas constraints.
If the tool terminates and nds a satisfying instance, the ofects in the instance will

reveal the sequence of API calls that constitute the attack.

However, all automated analysis can only be done within bods. Otter 's proof
search may terminate with no proof or may not even terminatetaall. Likewise,
Alloy requires a user-speci ed bound and not nding a satisfyingnstance within
those bounds does not preclude an attack. In either case, wanconly state that

an attack is unlikely and nothing stronger { a fundamental shrtcoming of bounded

13



automated analysis. Despite this de ciency, we were able tmodel some previously
known attacks in Otter . Then, we saw success with this approach whebtter

found an extremely complicated \near-miss" attack on the I 4758 CCA that was
prevented only because the product did not fully conform tas advertised behaviour.

Later in this thesis, we will present other successes of thgeneral approach.

1.3 Our Contributions

Our contribution to the Cryptographic API group is three-fold: exploring the Alloy
model- nder, understanding theTrusted Platform Module(TPM) API and developing

new API formal analysis techniques.

Alloy: This lightweight model- nder was designed to analyze smaBpeci ca-
tions of software systems. We used it to analyze feature léy@olicies, manage
API complexity and even model information leakage, tasks #t do not play to

the strengths of Otter

Trusted Platform Module: The TPM is the Trusted Computing Group's
hardware security device, the answer tdrusted Platform Computing This was
a worthwhile target since giants like National Semiconduot and In neon had
already started producing TPM chips and IBM had already incporated them
into their Thinkpad laptops. While we were unable to nd attacks consisting
of long chains of commands, our analysis revealed some siguaws in the

design and documentation.

New Techniques: With a new tool and a new target API, we were able to
develop a number of new approaches in analyzing security ARIThese include
an extension to the API chaining technique and techniques tmodel stateful
APIs, manage APl complexity and modepartial attacks{ attacks that weaken,
but not fully compromise, the security of the system. Interstingly, we nd that
in terms of nding attacks, the discipline of understandingan API su ciently

to model it with a technique is often more e ective than the tehnique itself.
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The rest of this thesis is structured as follows. Chapter 2 veews previous modeling
work done by this research group. Chapter 3 describes the appches we used in
our analyses. Chapters 4 and 5 describe the automated-reaisg tools Otter and
Alloy respectively. Chapter 6 introduces the TPM and chapter 7 pents our
analysis on the TPM's API, with some of our ndings reported n chapter 8. Finally,

we conclude in chapter 9 with some discussion and suggessidar future work.
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Chapter 2

Previous Work

BAN logic, introduced by Burrows, Abadi and Needham in 19891B], started the
work of formal analysis on security protocols. Meadows furer developed the notion
of automated veri cation with the NRL protocol analyzer [19. Then in 1995, Lowe's
successful attack and x on the Needham-Schroeder protodd5] highlighted the ne-
cessity for protocol veri cation. Despite these e orts in @alyzing security protocols,
because of the di erences between protocols and APIs alrgadoted, veri cation of

security APIs did not begin until Bond and Anderson attackeda number of security
APIs in retail banking crypto-processors in 2000, includmthe VISA hardware secu-
rity module (VSM) and the IBM 4758 Common Cryptographic Archtecture (CCA)

[17]. The attacks were made possible through an unexpecteaam of API calls. In

2004, research teams in both Cambridge University and MIT ojntly known as the
Cryptographic API group, began to direct research e orts twards analyzing security

APIs using automated reasoning tools.

2.1 A Taste of Security API vulnerabilities

For a avour of the nature of security API vulnerabilities, let us take a look at the
attacks on the VISA Security Module and the IBM 4758 CCA, whik were found by
Bond et al. [6].

We rst consider the VSM, a cryptoprocessor with a concise APset designed to
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protect Personal Identi cation Numbers(PINs) transmitted over the banking network
supported by VISA. It employs a key-typing system, where ketypes are used to dis-
tinguish keys meant for di erent uses. The VSM'€€ncrypt _CommuncationsKeycom-
mand takes in a key and types it as aommunication key The Translate _Communications Key
command takes a communication key and encrypts it undertarminal master key{ a
master key of anAutomated Teller Machine(ATM). The VSM's failure to distinguish
between aPIN derivation key and a terminal master key made it possible to type a
bank account number as a communications key usirigncrypt _Communications Key
and then encrypt it under the PIN derivation key usingTranslate _Communications Key,
giving the attacker the bank account number encrypted undethe PIN derivation key

{ the PIN associated with that bank account!

Now we consider the IBM 4758 CCA, an API implemented by the mayity of
IBM's banking products. It has 150 functions and supports a ide range of banking
operations. In particular, it uses a key-typing mechanism kere keys are typed by
encrypting them under akey control vector XORed with the master key. A key
control vector is a simple string containing type informatbn. At the same time, it
supports a Key Part _Import transaction that allows a module to combine partial
keys to form the nal key, thereby allowing a policy of sharectontrol. The problem
is that Key Part _Import also uses the XOR operation as part of its computation,
allowing adversaries to XOR cleverly chosen values with g&l keys and then using
the Key Part _Import operation to re-type the key into a di erent role. Construcing

these keys formed the starting point for a number of attacks].

2.2 Automated Analysis with Otter

While the previous attacks were found by hand, e ort in modehg API operations
in rst-order logic (FOL) showed that attacks could be found more e ciently by ma
chine. For example, the general decrypt operation could béated as the implication
\If A knows the value ofDATA encrypted under keyK , A knows the value of the
key K, he can decrypt to getDATA ", which can be subsequently written as the FOL
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clause:

A(E(DATA:K))j A(K)jA(DATA)

where the predicateA(x) represents thatx is a value known to the attacker and
E (x;y) represents to the value ok encrypted undery. Finally, we assert that some
valuesy are secret by writing A(y). Then, the theorem-prover will try nd a contra-
diction to A(y), thereby producing an attack. This method proved to be exemely
valuable when we were able to verify known attacks on the IBM748 but the real
success came whe®tter discovered a variant of the powerful PIN derivation at-
tack on the IBM 4758. Again, the same weakness: that the XOR epation was used
both in key typing and secret sharing, was exploited. This vant required 12 steps
and involved 8 di erent commands, attesting to the importarce of the role of auto-
mated veri cation in discovering intricate and complicatel attacks. More detail on
this modeling approach, including techniques to reduce geh space explosion, can

be found in chapter 4.
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Chapter 3

Techniques and Tools

Any practical automated reasoning approach consists of adenique and a tool that
e ectively executes the technique. Our aim was to use estadted techniques, with a
few enhancements, in a less established eld of research. €Bk include representing
values symbolically and modeling the attacker's knowledgset. This way, we could
harness the power of techniques that had been proven to workext, we had to
nd tools to execute these techniques. Our choice @tter , a theorem-prover, and
Alloy , a model- nder, allowed us to achieve success with our tedkes, especially
since the tools complemented one another. This chapter surarizes these techniques

and the tools used to e ect them.

3.1 Input/Output API Chaining

This technique stems from the work thatYoun et al did on the IBM 4758 CCA [24],
where the rst-order logic model of the 4758's APl commands allowed the tool to
chain commands together in a many-to-many fashion. Basitglthe model works by
de ning a set of attacker knowledge, a set of possible actisand a set of desired goals.
The attacker is then allowed to feed any of his known valuestmthe commands and
add any output values to his set of knowledge. This framewordaptures the attacker's
initial knowledge, his ability to use the system API methodshis ability to perform

typical primitive operations (e.g. XOR, concatenation, earypt, decrypt) and the
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scenarios that constitute attacks. This way, an exploratio of the entire search space
would yield any potential API-level vulnerabilities.

We extend this idea by noticing that APIs tend to re-use data tsuctures for
various commands. For example, all encrypted blobs, be theyncryptions of data
or keys, may be returned to the user in the same data structureThis can create
opportunities for input/output confusion: an APl command expecting an encrypted
key could be passed an encryption meant for another comman@ur new approach
captures these possibilities by under-constraining the pits and outputs to each API

call.

3.2 Modeling Stateful APIs

Many systems maintain some kind of state in memory. The prodin with modeling
state is that it greatly increases the search space of the amhated tool. If there arek
bits of state, the search space could potentially increasg b 2 factor. On the other
hand, a stateless model of a stateful API gives the attacker are power; any real
attacks will still be found but the analysis may also yield atacks that are possible in
the model but impossible in the real system. Therefore, capting state in our models
is important because it will constrain the attacker's abiliies.

However, many systems retain a lot of state information. We rppose that a
way of managing this complexity is to model state based on hatwill constrain the
attacker's abilities. Firstly, we can do away with all statethat is not security-sensitive,
state that does not have security related dependencies. Agmbexample is statistical
data that is kept solely for performance benets. Howevertiis important to note
that deciding whether state is security-sensitive requisean in-depth understanding
of the API's threat model. It is possible that a security-ingnsitive ag may a ect
the operation of a security-sensitive command, thereby madg it actually security-
sensitive. Secondly, we can partition all security-sensie state objects into either
\loose" or \bound" state. In vague terms, the attacker can imependently manipulate

any state that is not bound to the rest of the system - this stag is described as \loose".
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All other state is considered \bound".

\Loose-state" objects are objects that can take on any valuesgardless of the
values in the remaining state objects. In other words, theyra not bound to the rest
of the con guration and the attacker can independently marpulate their values. A
good example is a system ag that can be ipped at any time whabever. \Bound-
state" objects, on the other hand, take on values that are ba to the rest of the
con guration, values that the attacker cannot freely manimlate. Consider two ags
in the system bound by the following policy: the second can tset only if the rstis
set. In this case, the rst is \loose-state" while the secondag is \bound-state". It
is important to note that deciding whether state objects araloose" or \bound" also
requires understanding the threat model of the API.

Later in this thesis, we present a method for modeling stateestively by grouping
types of state together and representing them i®tter  using multiple predicates.
Then, all the state is moved through each APl command with anver-arching state
predicate that captures these multiple predicates. This wa commands a ecting a
small portion of the state only need to be concerned with thene or two predicates.

This technique can be seen in section 7.1.

3.3 Managing API Complexity

A key component to analyzing a system and its APl is managingomplexity. Au-
tomated tools, however powerful, still su er from searchygace explosion. Although
some tools are intelligent enough to automatically prune #ir search-space (e.g. by
recognizing symmetries), the best solution is still for theser to manage complexity
at the level of the model { understanding what can be left out whout compromising
the analysis.

The rst strategy that we present is targeting. Based on experience analyzing

security systems, we nd that vulnerabilities usually occuacross:

Trust boundaries:  Multiple systems functioning in the real world represent

di erent trust domains. In a company, for example, one systa could belong
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to the legal department and another to the IT department, whth has a very
di erent security policy. However, the two departments mayneed to share
sensitive information. Such functionality is a likely vulrerability since it is
always di cult for the sender to maintain control over information once it is in

the hands of the receiver.

Module boundaries:  Modules are a natural way to manage complex sys-
tems and many systems use some form of key-typing to bind keyatarial to a
particular module. This is because an operation may need tméw whether a
particular key is a master key, a communications key or a stage key. However,
key material that is passed between modules could be maliggly manipulated
to produce an attack. The VSM and IBM 4758 CCA attacks discugsl in the

last chapter revealed such weaknesses.

Version boundaries: A commercial system that rolls out upgrades or patches
must still support old versions for legacy reasons and it isoh uncommon that
the development teams are di erent for two di erent versiors. Poor documen-
tation and the necessary \shoe-horning" in new versions remged to ensure
backward compatibility make it likely that security policies are overlooked in

the process.

In general, enforcing security policies across boundarieféen requires a complex solu-
tion and complex solutions are often seen to break. Undersiding these boundaries
will allow the user to rst, breakdown the modeling problem nto smaller problems
without the fear of excluding too many possible attacks andesond, focus only on
subsections of an API.

The second strategy is one familiar to mathematiciangeductions Many system
APIs are unnecessarily complex because they o er multipleays to perform the
same task. While it is true that these multiple ways could pantially o er more
opportunities for vulnerabilities, it may also be the casehat these multiple ways are
actually equivalent. In these cases, the model need only iher the simplest one.

A proof by hand of their equivalence may be su ciently tedioss and complicated to
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deter designers. In chapter 7, we demonstrate how an autonedttool can help us

with these reductions.

3.4 Partial Attacks

Partial attacks can be described as the weakening of secyrivhich di er signi cantly
from the attacks we were trying to model earlier, where sedty was completely
compromised. Partial attacks often lead the way for bruteeirce attacks to succeed
much more quickly.

Our work has been focused on attacks that discover \more-thaintended" infor-
mation about a secret, or what we termnformation leakage Our general technique is
to create models of systems that operate on reduced-sizersexso that the automated
tool can reason about the secrets directly { examples incladusing 8-bit numbers in-
stead of 64-bit numbers, single-digiPersonal Identi cation Numbers (PINS) instead
of 4-digit PINs. Within this technique, we have also develogd two frameworks for

modeling systems in order to discover such weaknesses:

Entropy Reduction: In this approach, the API of the system is modeled
such that the automated tool is able to reason about the inpdbutput (I/O)
characteristics of each method. 1/0O characteristics can rge from linearly-
dependent output to completely random output. Subsequemntl systems that
use encryption to protect secrets can be analyzed for infoation leakage by
analyzing the I/O characteristics after a chain of operatins. By describing 1/0
properties that represent a reduction in entropy, we can threask the tool to
nd a sequence of events (i.e. an attack) that leads to such &aracteristic. We
used this technique to analyze the ECHEECBjOFB triple-mode block-cipher,

which will be described in greater detail in section 5.2.

Possibility Sets:  This involves modeling APIs using variables with values tha
belong to a possibility sets, representing the attacker'sgssible guesses. Infor-

mation leakage can clearly be observed if the number of pdskiies, say for a
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password, reduces more quickly than it should with a serie$ deverly chosen
API calls. We employed this approach to model the discoveryf &INs with

repeated API calls to the IBM 4758 cryptoprocessor, where @&a call leaked
enough information for the attacker to perform an e cient process of elimina-

tion. This is also detailed in section 5.2.

3.5 Tools { Otter and Alloy

Our tool suite now includes both a theorem-proverQOtter , and a model- nder,
Alloy . Both tools are based onrst-order logic, so quanti cation is done only over
atoms. Otter takes a set of logical statements and tries to prove a goal sanent
based on them. Its rst application was to produce the derivions and proofs of
mathematical theorems. Alloy is a declarative model- nder, based onrst-order
relational logic, designed to be a lightweight tool for reasoning about sofare and
safety-critical systems. It takes a set of constraints andttempts to nd a model that
satis es these constraints using a powerful SAT solver.

Before understanding in detail howOtter and Alloy work in sections 4 and 5,

let us rst describe their relative strengths:

State: State can be modeled irOtter by tagging each clause with a state
predicate that changes with each operation. This can be cumisome when
the amount of state increases. Illoy , state is modeled by adding an extra
dimension to all the relations. While this is a natural use oAlloy , the model

requires an extraframe condition for each additional state object since all ob-
jects have to be explicitly constrained to stay the same acse states when not

acted upon by any operation.

Chaining: Otter was naturally designed for derivation and thus is very well

suited to nding API-chaining attacks. Also, once an attackis found, Otter 's
proof trace will tell us exactly how the attack occurred. On he other hand,

when Alloy  nds an instance containing a violation of a policy, the insance
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only shows the objects that constitute the violation and nothow the violation

arose. In most cases, however, discovering the attack traserelatively easy.

Composition:  Otter is excellent at API-chaining within a single system
but when an analysis is required against multiple systemshése systems have
to be explicitly created in the model. InAlloy , however, the model- nding

approach ensures that all possible combinations of multplsystems (up to a

speci ed bound) are searched.

We will cover Otter andAlloy in greater detail, including examples and sample

code, in the next two chapters.
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Chapter 4

Otter { a Theorem Prover

4.1 Overview

The traditional theorem-prover uses a process that startsith a set of axioms, pro-
duces inferences rules using a set of deductive rules andstarcts a proof based on a
traditional proof technique. Otter (Organized Techniques for Theorem-proving and
E ective Research) is a resolution-style theorem-proverdsed on the set-of-support
strategy, designed to prove theorems written inrst-order logic (FOL) by searching
for a contradiction. While the main application of Otter is pure mathematical
research, we found its deduction system to be very suitabla modeling APIs and
searching through chains of APl sequences. In this overview Otter , we will use a
simple model of encryption as an illustration of the modelim approach. We will also

describe some techniques for managing search-space exmtom Otter

4.1.1 First-Order Logic

At the core of Otter lies FOL, resolution and the set-of-support strategy. We Wi
describe these concepts one at a time. To get a grasp of whatIE3, let us consider
where it falls in the three basic categorizations of logizeroth-order logic, rst-order
logic and higher-order logic Zeroth-order logic, also known agropositional logig is

reasoning in terms of true or false statements. First-orddéogic augments it by adding

26



three notions: terms, predicates and quanti ers. These alv us to reason about
quanti ed statements over individual atomg. Higher-order logic further extends the
expressiveness of rst-order logic by allowing quanti cabn over atoms and sets of
atoms. The following terminology used inOtter 's FOL language syntax will be

useful in understanding this chapter:
constant { any symbol not starting with fu,v,w,x,y,zg
variable { any symbol starting with fu,v,w,X,y,zg

term { a term is either a variable, constant or a function symbof (t;; ;t,)

applied to term(s).

predicate { a predicate P expresses a property over term(s) and is either true

or false
atom { an atom is a predicate applied to term(s) (e.g.P(x))
literal { a literal is an atom or the negation of an atom (e.g. P(x))

clause { a clause is a disjunction of literals (e.g. P(x) ] Q(x) j R(x)). A

clause can have no literals, in which case it is the empty clse.

With this language, we can express many cryptographic opei@ns in a symbolic way.
For example, in most of ourOtter models, we use the predicatd(x) to express that
the user knows valuex and the binary predicateE (x; k) to represent the encryption
of x under keyk. Now that we can read statements written in FOL, we can startd

describeOtter 's reasoning process.

4.1.2 Resolution

Resolution [21] was developed as a method for quickly nding contradiction within
a set of clauses by searching to see if the empty clause can leeivéd. When this

happens, the set of clauses cannot be satis ed together (sinthe empty clause is

IMost of mathematics can be symbolized and reasoned about in®L
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always false) and the set of clauses is termenshsatis able. The following algorithm

describes how resolution works:

1. ndtwoclausesp=(p._ _ pn)andg=(aq_ _ ¢,) containing the same
predicate literal, negated in one but not in the other. Let ussay predicatesp;

and g are the same.

2. unify the two predicates, producing , the substitution that will make p; equal

g symbolically (e.g.f (x) and f (v) unify with the substitution x=v) .

3. perform a disjunction of the two clausep; gand discard the two uni ed predi-

cates: @1  _ P 1_Ps1_  _Po_h_ _ G 1_G+1_ _ Gh)

4. substitute any remaining variables using, producing the nal resolvent
5. add the resolvent to the set of clauses

Resolution aims to derive the empty clauség, which can only happen when two
completely complementary clauses are resolved (eR(x) and P(x)). It is easy to
see that when that happens, step 3 will produce a clause witloditerals. It is also
important to note that resolution is a sound inference rule rad resolution-refutation,
which proves a theorem by negating the goal statement to be gred and producing
a proof-by-contradiction on the goal statement, is also coptete.

In Otter 's FOL language, we write statements as clauses that containdisjunc-
tion (OR) of literals. Consider the encryption operation witten as a disjunction of

literals:
-U(X) | -UKEY) | U(E(x,KEY))

where the predicateU(x) represents that the user knows valug and the term E(X; y)
represents the value ok encrypted undery. In Otter 's syntax, there is an implicit
universal quanti cation over variables. Therefore, this says that if the user knows
any valuex and the constantKEY, he can encryptx with KEY . With all statements

written in this form, Otter tries to prove that this set of clauses is unsatis able using
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resolution. When it does nd a proof,Otter prints out the trace of the con icting
clauses.

Otter supports a number of inference rules, includingpinary-resolution and
hyper-resolution Binary-resolution is resolution performed on clauses witone posi-
tive and one negative literal (e.g. P(x) j Q(x)). By clashing P (x) with P (x), we
can resolve to obtainQ(x). Hyper-resolution generalizes this process to clausediwi

multiple negative literals and one positive literal and is lhus more e cient.

4.1.3 Set-of-support Strategy

Otter 's basic deductive mechanism is thgiven-clause algorithma simple imple-
mentation of the set-of-support strategy [14].Otter maintains four lists for this

algorithm:
usable { contains clauses that are available for making inferences

sos { contains clauses that are waiting to participate in the seah ? (i.e. they

must be transferred into theusable list rst).

passive { contains clauses used for forward subsumption and contraxdion.

demodulators { contains equalities used to rewrite newly inferred clause
The given-clause algorithm is basically a loop:

while (sos is not empty) AND (empty clause has not been derive d)
1) select the best clause in sos to be the given_clause
2) move given_clause from sos to usable
3) infer all possible clauses using the given_clause
4) apply retention tests to each newly inferred clause

5) place the retained clauses in sos

In step (3), it is important to note that any inferences made rast use the givenclause

as a parent. In step (4), the retention tests includelemodulationand subsumption

2s0s stands for \set-of-support"
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Demodulation is the rewriting of newly inferred clauses it a canonical form (e.qg.
rewriting add(add(1,2),3) to add(1,add(2,3)) ) and subsumption is the discarding
of newly inferred clauses in favour of a more general clauseq. discardingP(1) since

P(x) had already been derived)

4.2 Attacks Modeled with Otter

This section describes previous work done on modeling thesdi Security Module
(VSM) and IBM 4758 Common Cryptographic Architecture (CCA)security APIs us-
ing Otter  [24]. The VSM and IBM 4758 CCA are hardware-based cryptopressors
used in bankAutomated Teller Machine (ATM) networks to enable two important
secure-banking features: rst, communication between thbank and the ATM and
second,Personal Identi cation Number (PIN) veri cation. Underlying these features
are a few building blocks: symmetric-key encryption, a unigge master keykey-sharing
and key-typing Key-sharing is the process of breaking a key into parts suthat the
key can only be fully reconstructed when all parts are preserkKey-typing is the pro-
cess of tagging on meta-data describing the key's intendedauand usage domain. For
example, data keys are used for encrypting and decrypting @aand communication

keys are used to protect session keys.

To authenticate the customer present at the ATM, banks issua PIN to each cus-
tomer that is cryptographically derived from their Primary Account Number?® (PAN)
by encrypting the customer's PAN with a PIN-derivation key* . When customers
change their PIN numbers, the numerical di erence (i.e. the set) is stored in the
clear on the bank card. During authentication, the crypto-pocessor must then be
able to compute a customer's PIN, add the o set, and then congye this value with
the numbers keyed in by the customer. To prevent fraud, bothhee PIN and the

PIN-derivation key must be protected.

Sthe primary account number is also known as the bank account nmber
“there are other PIN generation and veri cation schemes
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General Technique

Both the VSM and the CCA were modeled using the same basic tethue: API
calls were modeled as implication clauses in the usable letd the attacker's initial
knowledge was written as clauses in the sos list. The inputs the API command were
written as negative literals and the output was written as tke single positive literal. If
the APl command produced more than one output, more implic&in clauses for the
same command were required. Thetter was enabled withhyper-resolutionto
enable the uni cation of the implication clause with multiple positive literals. It must
be noted that this technique was developed initially by Yourn 2004. The encryption

command is given below:

set(hyper_res).

set(sos_queue).

list(usable).
-U(X) | -UKEY) | U(E(X,KEY)).

end_of list.

list(sos).
U(DATA).
U(KEY).

end_of_list.

Here,set(hyper _res) turns on the hyper-resolution inference rule andet(sos _queue)
instructs Otter to pick clauses from the sos list in the order in which they werput
in. On the rst iteration, Otter will pick U(DATA)and place it in the usable list.
However, nothing new is inferred at this point. On the seconderation, Otter
picks U(KEY) and this time, together with the two clauses in the usable fis, it
is able to produce the resolventU(E(x,KEY)) with the substitution DATA/x giving
U(E(DATA,KEY))
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421 VSM

The following attack on the VSM, brie y mentioned in 2.1, endles the attacker to
derive any customer's original PIN number. To demonstratehie attack, it su ces to

know that communication keys are only used to transfer datadm module to module,
master keys are used only to encrypt other keys and the PIN deation key is used

only to calculate the PIN from a PAN. The attack uses two APl conmands:

Create _Communications Key{ creates keys of type \communication key" from

a user provided blob.

Translate _Communications Key { re-encrypts communication keys under a

user provided terminal master key.

The Otter model is shown below, where the goal is to obtain the claud¢E(Acc,P)) ,
which represents the attacker obtaining the encryption ofraarbitrary account num-

ber under the PIN derivation key, yielding the customer's F\.

% Create_Communications_Key
-U(x) | UEXTC)).

% Translate_Communications_Key
-U(E(X,TC)) | -U(E(y,TMK)) | U(E(x,y)).

% User knows the account number
U(Acc).

% User knows the encrypted PIN-derviation key
U(E(P,TMK)).

% Negation of goal
-U(E(Acc,P)).
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Otter

was able to derive the claus&(E(Acc,TC)) and then U(E(Acc,P)) to nally

produce a resolution refutation (i.e. the empty clause) wit -U(E(Acc,P)) , even with

many other extra commands added to the model, testifying t®tter ‘s ability to

search large spaces quickly.

4.2.2 |IBM 4758 CCA

The following attack on the IBM 4758 CCA, brie y mentioned in 2.1, also enables

the attacker to derive any customer's original PIN number. Te attack uses three

API operations:

Key.Import { uses an importer key to decrypt an encrypted key, thereby im

porting it into the system.

Key Part _Import { adds a key part (split during key sharing) to the already

existing key parts in the system, generating a full key.

Encrypt { uses a data key to encrypt arbitrary data.

This attacks leveraged on key-typing, insu cient type-cheks and XOR cancellation to

use a legitimate commandKey.Import) in an illegitimate way. Instead of describing

the attack in detail, we focus on the modeling techniques thavere developed by

Youn [24] to control the exponential search space explosionthe model. For details

of the attack, please refer to [24].

Knowledge Partitioning { the predicates UN(x) and UE(x) both refer to
the user knowledge ok but one refers tox as a plaintext value and the other
refers tox as an encryption. By havingUE(X) representing encrypted values,
we prevent the repeated encryption of encrypted values smdhe encryption
command only takes in non-encrypted value§N(x). This kind of partitioning

can be very useful since it can dramatically reduce the brahing factor.

Demodulation { the use of XORs in this security APl presented a rather

di cult problem: a clause containing XORs could be expressk in multiple
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di erent ways. With the list of demodulators, Otter was able to rewrite every

XOR-containing clause to its canonical form.

Intermediate Clauses { the inference rule forKey.Import was broken down
into two inference rules: the rst produced an intermediateclauseINTUEto be
used an input to the second inference rule. This was introded to solve the
problem when the representation required for uni cation isnot the canonical

form (and when paramodulation® is not available).

Lexicographic Weighting  { Otter 's given-clause algorithnpicks a given-
clause from the sos list based on weight. By specifying a leagraphical ordering

over symbols, we can guid®tter into picking certain clauses over others.
A portion of the Otter model with these techniques in use is shown below:

list(usable).

% Key Import, INTUE() is the intermediate clause

-UN(X) | -UE(E(z,xor(IMP,KM))) | INTUE(E(y,xor(z,x)),xo r(x,KP)).
-INTUE(E(y,x),xor(w,KP)) | -UE(E(y,x)) | UE(E(y,xor(w,K M))).

% Key Part Import
-UN(xor(x,KP)) | -UN(y) | -UE(E(z,xor(x,xor(KP,KM)))) |
UE(E(xor(z,y), xor(x,KM))).

% Encrypt
-UN(X) | -UE(E(y,xor(DATA,KM))) | UE(E(X,y)).

% Ability to XOR
-UN(X) | -UN(y) | UN(xor(x,y)).

end_of_list.

Srefer to the Otter manual [14] for an explanation of paramodulation
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list(sos).
% User has the third key part
UN(K3).

% User knows the DATA key type
UN(DATA).

% User has the encrypted PIN-derivation key
UE(P,xor(KEK,PIN)).

% XOR demodulators (rewrite rules)
list(demodulators).

xor(x,y) = xor(y,X).

xor(x,xor(y,z)) = xor(y,xor(x,z)).
xor(x,x) = ID.

xor(ID,x) = x.

end_of list.

Although these methods all help to reduce the search-spacepksion, there is
the corresponding trade-o of Otter not visiting certain search paths, potentially

missing certain attacks.
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Chapter 5

Alloy Analyzer { a Model Finder

5.1

Alloy

Overview

is a lightweight modeling language based omst-order relational logic [13],

designed primarily for software design. Thélloy Analyzer [10] is a model- nder

developed to analyze software models written in thélloy language. Hereafter,

we will use Alloy to refer to both the language and the tool. As an automated

reasoning tool,Alloy can be described neatly in three parts, each of which will be

described in greater detail later.

logic{ Alloy uses rst-order relational logic, where reasoning is based state-
ments written in terms of atoms and relations between atomsAny property or

behaviour is expressed as a constraint using set, logicablarelational operators.

language{ the Alloy language supports typing, sub-typing and compile-time
type-checking, giving more expressive power on top of thegio. It also allows
for generically-described modules to be re-used in di erenontexts. Also very
useful is syntax support for three styles of writingAlloy model speci cations
that users can mix and vary at will: predicate-calculusstyle, relational-calculus
style and navigational-expressiorstyle . Navigational-expression style, where

expressions are sets and are addressed by \navigating" fragmanti ed variables,

refer to the Alloy manual [13] for explanations and examples of these styles @friting
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is the most common and natural.

analysis{ Alloy a model- nder that tries either to nd an instance of the
model or a counter-example to any property assertions sped in the model.
An instance is literally an instantiation of the atoms and réations in the model
speci cation. It performs a bounded-analysis by requiringa user-specied
bound on the number of atoms instantiated in the model. With his bound, it
translates the model into aboolean satis ability (SAT) problem. Then, it hands
the SAT problem o to a commercial SAT solver such as Berkmind]. The re-
sulting solution is then interpreted under the scope of the odel and presented

to the user in a graphical user-interface as show in Figurels-

5.1.1 Relational Logic

All systems modeled inAlloy are built from atoms, tuplesand relations. An
atom is an indivisible entity, a tuple is an ordered sequenad atoms and a rela-
tion is a set of tuples. Becaus@lloy 's relational logic is rst-order, relations

can only contain tuples of atoms and not tuples of other relains.

A good way of thinking about relations is to view them as tabke A table has
multiple rows, where each row corresponds to a tuple and eaablumn in a tuple
corresponds to an atom. Then, a unary relation is a table witlone column, a
binary relation is a table with two columns and so on. Also, t number of rows
in a relation is its sizeand the number of columns is itarity. A scalarquantity

is represented by a singleton set containing exactly one tigowith one atom.

To express constraints and manipulate relations, we use op#rs. Alloy 's
operators fall into three classes: the standarset operators the standardlogical
operatorsand the relational operators The standard set and logical operators
listed in Table 5.1.

The relational operators require a little more treatment. let p be a relation

containing k tuples of the formfp;; ;pmg and q be a relation containingl
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symbol | operator
+ union
- di erence
& intersection
in subset
= equality
! negation

&& conjunction

i disjunction

Table 5.1: Set and logical operators used iAlloy

tuples of the formfq; ;g

p -> g { the relational product of p and g gives a new relationr =
fpy; ' Pm; O, ; hg for every combination of a tuple fromp and a

tuple for g (kI pairs).

p .q { the relational join of p and q is the relation containing tuples of
the formfpy;  ;pm 1;%; ;hQg for each pair of tuples where the rst
is a tuple from p and the second is a tuple frong and the last atom of the

rst tuple matches the rst atom of the second tuple.

~p { the transitive closureof p is the smallest relation that containsp and
is transitive. Transitive means that if the relation contains @; b and (b; 9,
it also contains @;c). Note that p must a binary relation and that the

resulting relation is also a binary relation.

*p { the re exive-transitive closure of p is the smallest relation that con-
tains p and is both transitive and re exive, meaning that all tuples of
the form (a;a) are present. Again,p must be a binary relation and the

resulting relation is also a binary relation.

p { the transposeof a binary relationr forms a new relation that has the
order of atoms in its tuples reversed. Therefore, f contains @; b then r

will contain (b; .

p <:q { the domain restriction of p and q is the relation r that contains
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those tuples fromq that start with an atom in p. Here, p must be a set.

Therefore, a tuplef q; ; Chg only appears inr if ¢ is found in p.

p >:q { the range restriction of p and q is the relation r that contain
those tuples fromp that end with an atom in g. This time, q must a set.

Similarly, a tuple fp;;  ;pmg only appears inr if py, is found in g.

p++q{ the relational override of p by g results in relationr that contains
all tuples in p except for those tuples whose rst atom appears as the rst
atom in some tuple ing. Those tuples are replaced by their corresponding

ones ing.

Now, let us explore a brief tutorial on writing model speci ations in Alloy

5.1.2 Alloy Models

To illustrate the basic modeling techniques iAlloy , we will consider a simple

model of encryption.

De ning object types

An Alloy model consists of a number of signaturessig ), or sets of atoms
that describe basic types in the model. Within these signatas, we can de ne

relations that relate these basic types to one another.

First, we de ne a set of Value and Key atoms. We also de ne a relationenc
that relates a Keyto a (Value, Value) tuple, resulting in tuples of the form
(Key,Value,Value) . Finally, we also de ne a singleton seK1of type Keythat

contains a single atom. All this is expressed with the follawg:

/I define a set of Value objects

sig Value {}

/I define a set of Key objects
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sig Key {

enc: Value one -> one Value

/I singleton set K1

one sig K1 extends Key {}

We use theenc relation to represent the encryption function: a value, en-
crypted under a key, results in some value. Thene -> one multiplicity con-
straint states that the encryption relation (Value,Value) for each key is a
one-to-one function (there are other multiplicity symbolsthat can be used to
describe injections and partial functions). In this relaton, the tuple (ki;vi; Vo)
reads: v, encrypted underk; givesv, and this generalizes to the representation

(key,plaintext,ciphertext)?.

Specifying constraints

After de ning object types, we want to be able to specify proprties about their
behaviour by specifying constraints. Although the encrypbn relation has been
su ciently de ned, we may need to add certain constraints to prevent Alloy
from producing trivial instances or counterexamples durtp its model- nding.
One reasonable constraint is that two di erent keys have dierent encryption
functions, which is not necessarily the case but is typicgltrue. In other words,
the encryption relations for any two keys must di er in at least one tuple. This

can be written as a fact:

fact {
/I for all distinct k, k' chosen from the set Key
all disj k , k' : Key |
some (k.enc - k'.enc)

}

2the encryption function can be expressed in other equivalenforms, such as(Value,Key,Value)
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The expressionk.enc is a relational join between the singleton relatiork and
the enc relation, giving a binary relation (Value,Value) that represents the
encryption function of key k. The last statement"some (k.enc - k'.enc)"

says that there is at least one tuple in the di erence of the emyption relations

of two di erent key atoms.

Running analyses

With the model in place, we can proceed to perform some anadégs We can
simulatethe model by de ning predicates on the model which can eithdye true
or false depending on the instance. These are di erent fromadtual constraints,
which are always required to be true in any instance. Simulain of a predicate
is the process of instructingAlloy to nd an instance for which the predicate
is true. To obtain an instance of the model without imposing &y further
constraints, we instructAlloy to simulate the empty predicateshow(), which
is e ectively a non-constraint. In this case,Alloy just has to nd an instance
that satis es the object de nitions and their factual constraints. SinceAlloy
only performs bounded-analyses, we specify a maximum of 4oats in each

object type (i.e. eachsig ).

pred show() {}

run show for 4

Figure 5-1 showsAlloy 's graphical output for this model of encryption. We
added the constraint#Value = 4 to enforce that there be exactly 4Value
objects in any instance. In the instance that was generatedlloy has chosen
one key K1) and four values. The arrow labeledenc[Value2] from K10 to

Value3 means thatValue2 encrypted under keyK1 givesValue3.

Alternatively, we can also de ne assertions on propertiesf the model that we
believe to be true. Checkingis the process of instructingAlloy to nd an

instance satisfying the model but not the assertion. For exaple, we might
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module encryption

/{ define a set of Value objects
sig Value {}

// define a set of Key objects
sig Key [

enc: Value one -> one Yalue
|

enc[WalueZ] } enc[Valuel] enc[value3] encWalued]

{J singleton set KL
one sig K1 extends Key {]

fact{
/[ for all distinct k, k' chosen from the set Key
all disj ke, k' : Key |
some (kenc - k'.enc)|
}

pred show(] {
[fletthere be 4 values
#alue = 4

}

run show for 4

Figure 5-1: Alloy Analyzer - model of encryption

want to assert that the decryption functions of any two keys e di erent on at
least one value since we believe it follows from the constmaithat we put on

encryption earlier. We write this as:

assert decryption {
/I the transpose (~) represents the decryption relation
all disj k,k': Key | some (~(k.enc) - ~(k'.enc))

}

check decryption for 4

Alloy will then proceed to nd an instance that satis es the model lit acts
as a counterexample to the assertion, an instance where twioedent keys have

the same decryption relation.

All of Alloy 's analyses have to be run within a size bound on the number of
atoms in each object type.Alloy  will check all models within this bound until
a satisfying instance or counter-example is found. Given dhthe running time

of the analysis increases exponentially with size, we canlpeheck small models
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3 in reasonable time. However, the philosophy behindlloy is that if there
are any inconsistencies with the model, they are extremelikély to appear even

in small models.

5.2 Attacks Modeled with Alloy

In this section, we describe howAlloy was used to model the cryptanalytic attack
found against the DES triple-mode block-cipher ECEECBjOFB [5] and the guessing
attack against the PIN-veri cation API in the IBM 4758 CCA [16]. This discussion
aims to draw out the strengths ofAlloy that make it an excellent complement to
Otter

5.2.1 Triple-mode DES

The block cipherData Encryption Standard(DES) was developed by IBM in 1974 in
response to a U.S. government invitation for an encryptionlgorithm. A block-cipher
is basically an algorithm that encrypts data in blocks'. However, DES's key strength
of 56 bits became a cause for concern as computing speed arahnelogy evolved.
Subsequently, multiple modes of operation were developesl @away of improving the
strength of block-ciphers, in particular DES. A multiple-node of operation is one that
consists of multiple modes of operation chained togethera@h having its own key.
There are many modes of operation but the ones we are concetveéth are the
Electronic Code Book(ECB) and Output FeedBack(OFB) mode. The ECB mode of
operation is the simplest way to use a block cipher. The data divided into blocks
and encrypted by the cipher one at a time. Therefore, two id¢ical plaintext values
will give the same ciphertext. The OFB mode of operation cré@s a stream of values
by repeatedly encrypting a single initial value. This strem of values is then XORed
with the input plaintext to produce the ciphertext. In this case, two similar plaintext

values could yield di erent ciphertexts.

3small models contain 8-12 atoms per object type
4usually 64-bits

43



In 1994, Eli Biham showed that many multiple modes were mucles$s secure than
expected [4] and in 1996, Biham extended these results to curde that all the triple-
modes of operation were theoretically not much more secureain a single encryption
[5], except the ECBECBJECB mode. We now focus on the ECEECBjOFB triple-
mode of operation and show howAlloy managed to nd the same cryptanalytic
attack that Biham did. In this triple-mode of operation, the plaintext is encrypted
with two ECB DES ciphers in series before it is fed into the OFBDES stream for a
third encryption. The ECBJECBjOFB triple-mode schematic is shown in Figure 5-2:
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Figure 5-2: ECBHECBjOFB triple-mode

To model this triple-mode of operation inAlloy , we had to model i) encryption,
i) XOR, iii) the modes of operation and iv) the chaining of irputs to outputs between
the various components. We have already modeled encryptiearlier so let us proceed
with the XOR operation. First, we de ned a signature Value, a set of atoms with
type Value, within which we de ned the xor relation containing triples of the form

(v1; Vo; V3), Where eachv is of type Value andv; v, = va.

sig Value {

xor : Value one -> one Value
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Next, we had to de ne the three properties of XOR:

all b : Value | xor.b = ~(xor.b)

the commutativity property states thatv, v, = v, v, for any vq;v,. The
relation xor.b is a binary relation (vi;Vv,) representing the pairs of valuew,
and v, that XOR to give b. By saying that xor.b is equal to its transpose, we
are enforcing the constraint that if {/1; v,) exists in xor.b , then so must {/,; vy).

This succinctly captures the required property.

all a, b, c : Value | xor.c.(xor.b.a) = xor.(xor.c.b).a

the associativity property states that (vi Vo) vz = vy (Vo v3) for any
V1, Vo; V3. The expressiorxor.c.b evaluates to theValue a such thata b= c.
By putting the parenthesis in the correct places in the expssion, we state the

property as we would have done mathematically.

one identity : Value | no identity.xor - iden

the identity is the special value such thatdentity v = v for any v. The
expressionidentity.xor  represents the XOR function for exactly one chosen
value \one identity ". The iden constant represents the universaidentity
relation, which is a binary relation containing tuples of the form &; a) for any
atom a de ned in the Alloy model. Therefore, the identity statement says
that the identity's XOR relation with the all identity tuple s removed is empty,
which translates to saying that the identity XOR relation only contains identity
tuples. Writing identity.xor = iden  would be incorrect since this means that
the XOR function must contain the identity tuples over atomsnot de ned in

the xor relation.

Now, let us proceed to modeling the DES blocks and their inplatutput behaviour.
We de ned a set of blockssig Block , where each block contains a plaintexp, an
output feedback stream valueofb and an output ciphertext c. Next, we imposed
an ordering on the blocks with the generalitil/ordering module packaged inAl-

loy . The module also provides operationdifst(), last(), next(x), prev(x) )
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to help us navigate through the ordering:first() and last() return the rst and
last elements of the ordering whilenext(x) and prev(x) return the element after or

before the elemenix.

open util/ordering[Block]
sig Block {

p: one Value,

ofb: one Value,

c: one Value

}

Next, we proceeded to describe the data ow within these bl&s. Since we were only
attacking the ECBjOFB boundary, we used a single ECB encryption to represent
the two ECB encryptions in series. This is actually equivalg if the single ECB
encryption uses a key of twice the original length. The blotkciphertext is the result
of the encryption of its plaintext under K1, a Key atom, XORed with the OFB value
of the block. Also, the OFB value of the next block is the encption of this block's
OFB value under the OFB key.

fact {
/lthe ciphertext is a function of the plaintext and the ofb va lue
all b: Block | b.c = (K1.enc[b.p]).xor[b.ofb]

/I setting up the OFB sequence through the blocks
all b: Block-last() | let b' = next(b) |
b'.ofb = OFB.enc[b.ofb]

}

Finally, let us consider the cryptanalytic attack on this triple-mode of operation, as
presented by Biham [5]. Assuming that the block size is 64tbj providing the same

64-bit value v as plaintext 2* times will result in 254 ciphertext values of the form:

G =ffvokioke O
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where the bracesfg represent encryption, o is the OFB stream value such that
0+ = fOiOk, and K1,K2 are the 2 ECB encryption keys. This basically allows us
to isolate the OFB layer of encryption since it is equivalento having a complete OFB
stream XORed forward by a single valuéf vgg: gko . This means that it should only
take 24 amount of work to break the key used in the OFB layer. After pding o
the OFB layer, we can then proceed to break the double ECB layby the standard
meet-in-the-middle attack [23].

To break the OFB layer, we do the following:

1. choose an arbitrary valueu.
2. encrypt u under all possible keys and gati; = fugx and u, = fu; gk.

3. then check thatu u;=c c andu; u,= ¢ ¢ for a consecutive triple

of ciphertext c; G; G,.

On average, we need to try about Z=period times, whereperiod is the expected
period of the OFB stream, which is expected to be small. To obs/e that the crypt-
analytic attack was successful, the sequence of ciphertexhust meet the following

property:
8C;0 (G Gy1 =0 0G41)_(CGs1  GCs2 =041  Gu2)

where G; G+1;C+2) iS a consecutive triple of ciphertexts andd; 6+1;0+>) is a con-

secutive triple of OFB stream values. We write this iPAlloy as:

pred FindAttack() {
/I the set contains the relevant properties that two sequent ial XORs

/I of outputs match two sequential XORs of OFB encryptions

all b Block - first() - last() | let b=prev(b'), b"=next(b 7|
some d:OFB.enc.Value | let d'=OFB.enc[d], d"=OFB.enc[d" ] |
b.c.xor[b'.c] = d.xor[d] && b'.c.xor[b".c] = d'.xor[d" ]

}
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run FindAttack for 8 but exactly 2 Key

The full model can be found in the Appendix A.1. Using this moel, Alloy was able
to verify the attack with a scope of 8 atoms in 2 minutes and 2%sonds. However, it is
important to note that the ciphertext property in our model could have been achieved
with a few di erent sets of input plaintexts. SinceAlloy works non-deterministically,
it could have found any one of those sets.

While the attack on the triple-mode block-cipher showedilloy 's native power
in dealing with mathematical properties in its relational bgic, the following attack

on PIN guessing demonstrateslloy 's ability to work with sets.

5.2.2 PIN Decimalisation

To use Automated Teller Machines (ATMs), customers just haato swipe a debit card
and punch in a PIN. In 2003,Bond et al. found that some banking security modules
using decimalisation tablesto generate PINs were susceptible to what they termed
the PIN-decimalisation attack [16] [7], allowing the attacker to guess the customsr
PIN in 15 tries, thereby subverting the primary security mechanm against debit
card fraud.

To understand the vulnerability, we must rst understand a PIN generation algo-
rithm that uses decimalisation tables. The PIN-derivationalgorithm used in IBM's

banking modules is as follows:

1. calculate the original PIN by encryption the account numbr with a secret \PIN

generation" DES key
2. convert the resulting ciphertext into hexadecimal

3. convert the hexademical into a PIN using a \decimalisatio table". The actual

PIN is usually the rst 4 or 6 numerals of the result.

The standard decimalisation table is shown below:
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0123456789ABCDEF
0123456789012345

During decimalisation, the hexadecimal values on the toprie are converted to the
corresponding numerical digits on the second line. Some tarmers may choose to
change their PINs. In this case, the numerical o set betweethe changed PIN and
the real PIN is kept on the card and in the mainframe databasé/Nhen the customer
enters a PIN, the ATM subtracts this o set before checking itagainst the decimalised
PIN.

The IBM Common Cryptographic Architecturg(CCA) [12] is a nancial APl imple-
mented by the IBM 4758, a hardware security module used in bkimg ATM networks.
The CCA PIN veri cation command, Encrypted _PIN_Verify allows the user to enter
a decimalisation table, theprimary account number(PAN), also known as the bank
account number, and an encrypted PIN. The encrypted PIN is st decrypted and
then compared to the PIN generated from the PAN using the geregion algorithm
described earlier. The command returns true if the PINs mal; false otherwise.
Although we do not have access to the PIN encryption key, anyial PIN can be
encrypted using the CCA commandClear _PIN_Encrypt .

The attack, as presented irBond et al. [16], can be broken down into two stages:
the rst determines which digits are present in the PIN and tke second determines
the true PIN by trying all possible digit combinations. The rst stage hinges on
the vulnerability that CCA developers allowed clients to spcify the decimalisation
table. Instead, they should have hard-coded the standard denalisation table into
the commands.

We will present a simpler version of the attack against a sitgrdigit PIN, thereby
eliminating the need for the second stage. To determine thegit present in the PIN,
we pass in the desired PAN, an encrypted trial PIN of O and hinary decimalisation
table, where all entries are 0 except the entry for hex-digit, which is 1. The trial
PIN of O will fail to verify only if the encrypted PAN (before decimalisation) contains
hex-digit i. However, instead of engineering this attack into our modeive would

like for Alloy to nd this attack. Therefore, we set up the system by modelig the
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attacker's decimalisation and trial PIN inputs and his actons after getting an answer
from the Encrypted _PIN Verify command.

First, we de ned a set ofNUMnumbers) andHEXhexadecimal) atoms, as well as a
singleton setTrueHEXepresenting the correct pre-decimalised PIN digit. Nextye de-
ned a set of State atoms, where in each state the user performs &mcrypted _PIN_Verify
API call using the decimalisation tabledectab, which is a mapping fromHEXo NUM
and the trial PIN trialPIN . Here, we abstracted away the fact that the input PIN
was encrypted. Also,guess represents the set of possible hexadecimal guesses that
the attacker has to choose from in each state. As API calls areade, this set should
decrease in size until the attacker uncovers the real hexaiimal value. He can then
compare this value against the standard decimalisation tdd (shown earlier) to nd
the real PIN.

open util/ordering[State]

/l set of numbers

sig NUM{}

/Il set of hexadecimal digits

sig HEX{}

/I one hex digit representing the
one sig TrueHEX extends HEX {}

/I in each state, the attack picks a trialPIN, a decimalisati on table
/l and has a set of guesses of what the pre-decimalised PIN is
sig State {

trialPIN: one NUM,

dectab: HEX -> one NUM ,

guess: set HEX
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Next, we modeled the event of the attacker choosing a partilar number as a trial
PIN. We used a predicate to constrain the possible guessgsess in two states s; s°
based on the choice of trial PINs in states. If the trial PIN veri es, then the pre-
decimalised PIN must contain the hexadecimal values corgeanding to the trial PIN
in the given decimalisation table, therefore, we intersed¢he attacker's current possi-
bility set with those values. Otherwise, we intersect the a&cker's current possibility
set with the hexadecimal values corresponding to the numtegeother than the trial
PIN in the decimalisation table. In either case, the attackeis gaining knowledge

about the value of the pre-decimalised PIN.

pred choose(s,s": State) {
/I if trial PIN verifies
( (s.trialPIN = s.dectab[TrueHEX]) &&
(s'.guess = s.guess & s.dectab.(s.trialPIN)) )
|
/I if trial PIN does not verify
( (s.trialPIN '= s.dectab[TrueHEX]) &&
(s'.guess = s.guess & s.dectab.(NUM-(s.trialPIN))) )

}

Finally, we set up the attack by de ning transition operations across the states.
Here, we de ned a predicatanit on a state to set the possibility set to that of all
the hexadecimal digits. The predicatéAttack is meant to simulate the attack as the
attacker makes the API calls with di erent decimalisation tables and trial PIN choices.
The predicate de nes a transition relation between each sta and the next and also
sets constraints on the last state that the correct value beotind. Then, by running
this Attack predicate, Alloy will nd an instance satisfying all the constraints in

Attack which also means satisfying thénit and choose predicates.

pred init(s:State) {
/I in the first state s, the attacker has no information,

/I so his set of guesses covers all the hexadecimal values
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s.guess = HEX

}

pred Attack () {
/I initialize on the first state atom
init(first())

/I for all states other than the last, the attacker makes
/I a choice after issuing an API call

all s:State-last() | let s'=next(s) | choose(s,s’)

/Il in the last state, the attacker finds the correct HEX

#(last().poss) = 1

Alloy was able to nd an instance of the attack for 6State atoms, 16 HEXatoms
and 10 NUMatoms in 28 seconds. The last two constraints in thAttack predicate
demonstrate that some creative constraining is required tforce Alloy not to nd
trivial instances. Without those constraints,Alloy would have allowed the attacker
to discover the correct value on the very rst try, a very \lucky" scenario that is
unlikely to happen. This is an instance of a more general dialty with constraint
modeling { while it is easy forAlloy to reason about the worst or best-case scenarios,
it is extremely challenging to model the notion of an \averag' case. In this example,
Alloy was able to nd the attack but did not choose the decimalisatin tables as

we did which would guarantee the best performance on average
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Chapter 6

Trusted Platform Module

As software on computing platforms get increasingly comptethe number of security
bugs also increases. Subsequently, protecting sensitivetal through a software-only
security mechanism su ers from two inherent weaknesses. r§i, large software will
have implementation bugs and therefore can potentially bettacked. Second, it may
be impossible to tell if software has been attacked. In facexperts in information
security have concluded that some security problems are whgble without a boot-
strap to protected hardware [22]. TheTrusted Platform Module(TPM) is the Trusted
Computing Group's(TCG) [1] answer to this problem. In this chapter, we presenan

overview of the TPM.

6.1 History of Trusted Computing

Prior to 1999, although there were a number of secure coprgsers (separate shielded
computing units like the IBM 4758) that were able to attest tothe integrity of their
software, there were no full \computing platform” security solutions that could do
the same. Subsequently, users were assured of security dnyblindly trusting that
the platform was doing what it was supposed to do. In 1999, thErusted Computing
Platform Alliance (TCPA) was formed to address this issue at two levels: increeng
the security of platforms and enabling trust mechanisms beten platforms. This

led to the development ofTrusted Platforms. Later in 2003 the TCPA became the
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Trusted Computing Group(TCG), which took on the necessary burden of encouraging

worldwide industry participation in such an endeavour.

6.1.1 Trusted Platforms

Under the TCG's de nition of trust, Trusted Platforms are platforms that can be
expected to always behave in a certain manner for an intendedrpose. Furthermore,
the users do not have to make this decision blindly but rathecan request for the
platform to prove its trustworthiness by asking for certainmetrics and certi cates. A

Trusted Platform should provide at least these basic feates:

Protected Capabilities : the ability to perform computation and securely

store data in a trustworthy manner.

Integrity Measurement : the ability to trustworthily measure metrics de-

scribing the platform's con guration.

Attestation : the ability to vouch for information.

In essence, these features mean that a Trusted Platform shdue protected against
tampering, be able to attest to the authenticity and integrty of platform code and
data, perform guarded execution of code and maintain the calentiality of sensitive
information. To establish trust, a Trusted Platform can relably measure any metric
about itself and attest to it. Some useful metrics include té software loaded on the
platform and any device rmware. The user will then need to wefy these metrics
against trusted values obtained separately to decide if thiplatform is trustworthy.

Immediately, we can see that these abilities can enable a iety of new applications.

6.1.2 Use Scenarios

A solution enabling clients or servers to trust one anothes'software state gives hope
to many commercial applications. A Digital Rights Managem& (DRM) solution
is possible since servers can have con dence that client rhawes are not subverting

the media policies. Auctions and various fair-games like tme poker could leverage
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on server-client trust relationships to execute fair gamel@y. Massive computation
requiring con dentiality can be outsourced to computing gids, as long as the grid
attests that it will not reveal any secrets. The TCG's soluton to turning regular com-
puting platforms into Trusted Platforms resulted in the development of a speci cation

known as theTrusted Platform Module

6.2 TPM Design

The TCG speci cation for this single tamper-resistant chipcomprises both informa-
tive comments and normative statements but does not come Wwitan implementation.
Rather, it is up to the individual chip manufacturers to work with the speci cation

requirements.

6.2.1 Features

Conceptually, the TPM will create three Roots of Trust on its parent platform that

are used to e ect trust and security mechanisms:

Root of Trust for Measurement (RTM) : reliably measures any user-de ned
metric of the platform con guration. The RTM starts out as tr usted code in the
motherboard's Boot ROM but extends its trust domain during gstem boot to
the entire platform through the process of \inductive trust'. In this process, the
RTM measures the next piece of code to be loaded, checks thiagtmeasurement
is correct and then transfers control. This process of extdimg the trust domain

continues until the a trusted operating system is booted.

Root of Trust for Reporting (RTR) - allowed to access protected locations
for storage, including thePlatform Con guration Registers (PCRs) and non-
volatile memory, and also attests to the authenticity of thee stored values
using signing keys. PCRs are storage registers that not ontyore values but

also the order in which the values were put in.
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Root of Trust of Storage (RTS) : protects keys and sensitive data entrusted
to the TPM. The RTS basically refers to all the key managemenfunctionality,

including key generation, key management, encryption andigrded decryption.

Figure 6-1: Roots of trust in a TPM-enabled PC architecture

Figure 6-1 shows how the TPM ts into a regular PC architectue and where
the various roots of trust reside. These roots of trust prode the means of knowing
whether a platform can be trusted. It is up to the client to decide whether the
platform shouldbe trusted. If the client trusts the credential certifying the correct
manufacturing of the platform, the RTM, RTR and the RTS, then he can trust the
values measured by the RTM, stored by the RTS and reported byhe RTR. The
client must then compare these reported values against otheredentials (e.g. those

issued by a trusted third party) to determine if the platform state is \trustable".

6.2.2 Trusted Platform Module API

In section, we will introduce the TPM's API by describing it in the order that a
typical user would encounter them when using a TPM-enabledigform. An owner
of a brand new TPM must rst take ownership of the chip. This irvolves setting an
owner password and the TPM generating for itself atorage root key(SRK) and a

master secret {pmProof). These secrets enable much of the TPM's functionality. Tki
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module also contains operations that allow the owner to seperational ags, disable
and enable certain operations and reset or deactivate the ™R All this functionality

can be described as thaitialization module.

To start using the TPM, the user should generate a TPM identiy key and some
encryption keys. Thekey managemeninodule provides methods to generate di erent
types of keys, assign and change passwords to keys and migrays to other entities
for backup purposes. The dierent key types include storag&eys, signing keys,

identity keys and binding keys.

Some API calls and access to most TPM resources require passiauthorization.
Using theauthorization module, users open a transport session to each resource gkey
memory indices, etc) by providing the correct usage passwirSince this session will
be used to manage all future API calls using that resource, lecomes a one-time
overhead that prevents replay attacks and relinquishes theeed for multiple password
submission. Furthermore, these sessions can be securelghed onto disk if memory

in the TPM runs out.

The simple password-based model of authorization made it clilt to micro-
manage TPM functionality. If the TPM owner password is reveled to a trusted user
in order for him to perform a particular owner-authorized opration, all other owner
operations are e ectively under this user's control. Therere, in the second major
release of the TPM speci cations (v 1.2), thedelegationmodule was introduced to

allow the delegation of privileges to other users and/or si=m processes.

At this point, the user may desire the ability to make speci cmeasurements of
platform characteristics. These measurements represertiet software state of the
platform con guration and can be used to determined when ctin secrets or code
should be released or executed. Thategrity measurementmodule provides API
methods to \extend" the metrics stored in Platform Con guration Registers (PCRS)

with the following formula:

Extend(X) : PCRpew = SHAL1(PCRyq | X)
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This means that the order in which metrics were recorded is s captured. This
module also manages functionality to read and write values the TPM's non-volatile
memory. Subsequently, these measured metrics have to be cammicated in a trust-
worthy manner, which is the job of theintegrity reporting module. Reporting is
basically a signing operation that be performed on variouseigs, measurements and
audit logs recorded in the TPM.

Finally, the user may want to enable the TPM for applicationsin more than one
trust domain, meaning that sensitive information under thee multiple trust bound-
aries has to be logically separated. The user can use the TR\rotected storage
module to bind and seal application secrets. Binding is theneryption of sensitive
data under a particular key while sealing is the binding of da to a particular platform
con guration. Sealed data is only released under a speci dgiform con guration,
enforced by checking the PCR values.

Although there are many other micro-modules in the TPM that @al with mainte-
nance, credential handling, general purpose 1/0 and the TPM monotonic counters,
the modules described above represent the more importantchaseful ones. In chap-

ter 7, we will analyze some of the more interesting modules greater detail.
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Chapter 7

Security Analysis of the TPM

This chapter covers the modeling and analysis of theusted Platform Module(TPM)
API version 1.2 speci cation [1]. The API exposed by the TPM overs a wide range
of functionality, including taking ownership of the TPM, initializing the chip, running
self-tests, generating di erent types of keys, establishg transport sessions, auditing,
encrypting and decrypting, delegating commands, migratgn data to another TPM.
We break these operations down into ve major areas of funanality and present

them individually, together with the techniques and tools sed to analyze them.

7.1 Initialization

The initialization commands manage the operational statefaghe TPM { from taking
ownership of the TPM to disallowing certain API commands to esetting and clearing
the chip's memory. We focus on the commands that manipulatbé TPMPERMANERIAGS
a set of system ags that persist in non-volatile memory, antiow we analyzed them
for inconsistencies. All the modeling in this section was de with Otter 's rst-order
language.

To nd an attack within this section of the API would be to nd a n inconsistent
system state { a state where the permanent ags are set in a wapat violates a
security policy. To do this, we rst need a way of capturing tte state of the system.

Secondly, we need a way of exploring all possible state coargtions and thirdly, we
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need to understand the security policies around these API iksito understand what
constitutes an inconsistent state.

To capture the relevant permanent ags, we used a single priedte,
PermFlags(x1,x2,x3,x4,x5,x6)

that stores the values of the permanent ags during a state coguration. The ags
and what they signal are shown in Table 7.1. The owner is an dfytthat has special
privilege to perform certain restricted capabilities. Theoperator is an entity that only

has special privilege to manage the TPM's operational statelo explore all possible

ag | description

x1 | setto 'T'to disable the TPM (commands that use resources fai
x2 | setto "T'to allow installing the TPM owner

x3 | setto 'T' to deactivated the TPM (all commands fail)

x4 | set to "T' to disable clearing of the TPM owner

x5 | set to 'T' when the TPM has an owner

X6 | setto 'T' when the TPM has an operator password

Table 7.1: TPM Permanent Flags

state con gurations with the API calls in this section, eachAPI call is modeled
as an implication rule that takes in aPermFlag clause and produces a modied
PermFlag clause. In strict Otter jargon, each APl FOL clause unies with an
existing PermFlag clause before resolving to produce a modi e®ermFlag clause.
For example, we write the API callTPMSetOwnerinstall , which sets the permanent

ag that allows the ability to insert an owner, as:

-Bool(y) | -U(physicalPresence) | -PermFlags(x1,x2,x3,x 4,F . x6) |
PermFlags(x1,y,x3,x4,F,x6).

The predicate Bool(y) is used to represent the caller's choice of whether to set the
ag. -U(physicalPresence) says that the user must be asserting physical presence
for this command to succeed. To assert physical presence asliterally perform an
action on the chip itself (what the action is depends on the @h). In this case, the

API call requires x5 to be false, meaning that it requires that no owner be present

60



Some of the more important commands that manipulate these peanent ags are

listed below:

TPMSetOwnerlinstall { sets the permanent ag that allows inserting an owner.

Physical presence must be asserted for the command to suctee

TPMOwnerSetDisable { an owner-authorized command that sets the ag dis-
abling the TPM.

TPMPhysicalEnable {setsthe TPM disable agto FALSE. Disabling the TPM
means that all commands that use resources will fail. Physicpresence must

be asserted.

TPMPhysicalDisable { sets the TPM disable ag to TRUE. Physical presence

must be asserted.

TPMPhysicalSetDeactivated { sets the TPM deactivated ag. Deactivating

the TPM means that all commands fail.

TPMSetOperatorAuth { installs the operator password and sets the operator

password ag to TRUE.

TPMTakeOwnership{ installs an owner into the TPM, sets the owner ag to

TRUE and stores the owner password.

TPMOwnerClear { removes the owner, sets the owner and operator ags to
FALSE

TPMDisableOwnerClear { sets the ag that disables the clearing of the owner.

Security Policies

Although the documentation did not specify any security paties, there are certain
combinations of thesesTPMPERMANERIAGShat can subvert the operation of the

TPM. We call these \inconsistent states" and three of them a:
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1. there is no owner installed, the ag allowing the installaon of an owner is set
to FALSE and the user cannot assert physical presence. In ghcase, an owner

can never be installed.

2. there is no owner nor operator installed and the ag allowig the installation

of an owner is disabled. Again, an owner cannot be installed this case.

3. once an owner is installed, a user without physical accedsould not be able to

re-install a new owner.
Given the initial default permanent ag values, our initial state clause is
PermFlags(T,T,T,F,F,F)

From there, we want to see if we can reach any inconsisteRermFlag state clauses

using the APl commands listed before.

Discussion and Results

Otter 's analysis of the model terminated, showing that neither dhese inconsistent
states could be reached. However, when the user in our modedsagiven physical
access to the chip (by adding the clause(physicalPresence) to the sos list), our
model found that almost all states were reachable. This bebiaur is in line with the
intentions of the TPM designers, where asserting physicalgsence overrides all.
Our method of capturing all interesting state in a single préicate can lead itself to
modeling problems when there is an extremely large amount stiate. In particular,
Otter tends to slow down when dealing with large clauses (i.e. ckas with many
variables). Also, the readability and management of the mad becomes tedious.
Therefore, we suggest a technique for dealing with large aomas of state. If
the state can be separated into collections such that comma only work on one
collection at one time, then de ning multiple predicates, ae for each collection of
state, will help the model's readability and management. Té technical advantage is
that most of the inference rules representing API calls neazhly be concerned with a

single state predicate. However, since the API calls only rdidy a single predicate at
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a time, we need a way to keep track of which clauses belong ttws. To accomplish
this, we use a single overarching state predicate. We illuate this technique with
the TPM.

The TPM further contains some other ags { the TPMSTCLEARLAGS that are
reset on the commandTPMStartup . To add these state ags into our model, we

de ne a separate predicate,
STClearFlags(x1,x2,x3,x4,x5)

for the ve relevant volatile system ags and de ne a largerState predicate that

contains both the STClearFlags and PermFlags predicates:
State(PermFlags(...),STClearFlags(...))

The TPMSetOwnerinstall command, which only deals with the permanent ags, is

modeled as:

-Bool(ybool) | -U(physical presence) |
State(PermFlags(x1,x2,x3,x4,F,x6),y) |
State(PermFlags(x1,y,x3,x4,F,x6),y)

The TPMStartup command, which only deals with the volatile ags, is modeleds:

-Bool(ybool) | -State(x,STClearFlags(x1,x2,x3,x4,x5)) |
State(x,STClearFlags(x1,T,F,F,xPCR)).

and the commandTPMSetTempDeactivated, which uses both volatile and permanent

ags, is modeled as:

-U(physicalpresence) |
-State(PermFlags(x1,x2,x3,x4,x5,T),STClearFlags(x1, x2,X3,x4,x5)) |
State(PermFlags(x1,x2,x3,x4,x5,T),STClearFlags(T,x2 X3,x4,X5)).

We nd that most API calls are concerned with only one state pedicate and therefore
this technique will help make the model much more readable dralso preventOtter

from reasoning about too many useless variables and congtan
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7.2 Key Management

At the crux of the TPM's security features is the key managenm@ module. This
module provides functionality that handles the generationprotection and control of
key material, all of which are integral to the protection of ensitive data.
Subsequently, it is also the key management modules in seitusystems that are
most likely to be vulnerable as demonstrated by Bond and Youafter they found
attacks on the key-typing mechanisms in both the IBM 4758 CCA and VSM [6][24].
Following in their footsteps, we modeled the key manageme#®P|I commands in
Otter so asto leverage o@tter 's ability to perform extensive API-chaining easily.
There are seven di erent types of keys used in the TPM as shown Table 7.2.

In this section, we focus on storage keys. These keys have anber of control

key type | intended usage

signing used for signing operations

identity used to certify TPM knowledge of data
authchange| used in transport session encryption

bind used to encrypt data

legacy keys in older versions of the TPM are typed
as legacy keys
storage | keys used to protect and store sensitiv
data, including key material

D

Table 7.2: TPM Key Types

parameters. First, there are elds that describe various @racteristics of the key, such
as the key size, the generation algorithm and the intended aige schemes. Second,
each key comes with two passwords - a usage password and a atign password. The
usage password authorizes usage of the key for encryptiordatecryption operations
but does not allow the discovery of the actual key value. The igration password
authorizes the user to export a key under a speci ed public e

The two most basic operations in the key management moduleeathe generation

and loading of key material:

TPMCreateWrapKeyenables the user to request for the generation of an asym-
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metric key from the TPM. This key can either be amigratable or a non-
migratablekey, where migratability refers to the property of being trasferrable
to another TPM. This is usually done for backup or storage pyroses. Further-
more, the user is allowed to provide the usage and migratioragswords for the
new key. However, in the case of non-migratable keys, the TPMll set the new
key's migration password to be a special value known gamProof, which is the
TPM's master secret. Every key is generated under a parent keexcept the
storage root key, which is generated as part of the TPM initl&ation process.
A diagrammatic representation of the TPM storage key hierahy is shown in
Figure 7-1. The newly generated key is then encrypted undehd parent key

and the resulting blob is returned to the user in a special datstructure.

TPM_oadKeyenables the user to load a key blob into the TPM's protected
memory by specifying the correct parent key for decryptionAt the same time,
the TPM also performs some checks to ensure that the key is Widrmed and

that it adheres to the security requirements (e.g. key stragth).

C OHOCHC D

Figure 7-1: TPM Storage key hierarchy

For migratable keys, the TPM also provides functionality tomanage the transfer

and control of these keys:

TPMAuthorizeMigrationKey is an owner-authorized command for specifying
the migration-key, meaning that the caller must present the owner password to

use the command. The migration-key is the key that wraps andrptects the
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migrating key. It is also the key at the destination TPM that will be used to

receive the migrating key.

TPMCreateMigrationBlob creates a speciaiigration-blobdata structure that
contains the migrating key encrypted under the migration-&y and OAEP en-
coded [3].

TPMConvertMigrationBlob allows the receiving TPM to convert the migration-
blob data structure back into a key-blob. To use the importedkey, the key-blob
must then be loaded into the TPM usingTPM_oadKey

The commands just described make up the key management fuioctality in ver-
sion 1.1 of the TPM. However, after receiving feedback fronumerous industry part-
ners, the TPM designers felt that having only migratable anchon-migratable keys
was insu cient. They wanted to a new type of migratability th at would bridge the
two extremes. Therefore, in version 1.2 of the design, thegtioduced the concept of
certi able migration { migration that was controlled and therefore could be certed
against.

With certi able-migration, users would have the ability to specify trusted third-
parties asmigration authorities (MAs) and ensure that a key is not migrated to a
particular destination without the permission of the MA. In the TPM version 1.2,

three new certi able-migration key (CMK) commands were intoduced:

TPMCMICreateKey is an owner-authorized command that creates keys whose
migration is controlled by a migration authority (MA) entity. The migration
authority is identi ed by a public key speci ed by the owner. This command is
very similar to TPMCreateWrapKeyexcept that it only creates certi ed migrat-

able keys that can only be migrated byfTPMCMKCreateBlob

TPMCMKCreateTicket is an owner-authorized command producing a hash (known
as asig-tickei) certifying that a public key veri es a particular signature on some
data. Its intended use is for migration authorities to spefy the migration-key

for a CMK by signing o on the migration-key's hash.
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TPMCMKCreateBlob is used to migrate certi able-migration keys. There are
two migration mechanisms - direct migration to amigration selection authority
(MSA) key, hereafter known as the destination-key, and indect migration via

a migration authority (MA) key. To perform direct certi able migration:

{ authorize DEST py, (public half of the destination key) as the migration-
key using TPMAuthorizeMigrationKey .

{ create a key withDEST ;, as the destination key usingflPMCMKCreateKey.

{ useTPMCMICreateBlob to create a CMK migration-blob with the output

of the two previous commands.

{ useDEST;, to receive the key at the destination.

To perform indirect certi able migration:

{ authorize MA, as the migration key usingTlPMAuthorizeMigrationKey .
{ create a key withMA y, as the MA using TPMCMICreateKey.

{ request that the MA certify the destination key DEST ,,, by signing a
blob containing digests ofMA .5, DEST pp and CMK . Then obtain a

sig-ticket from TPMCreateTicket using the signature.

{ create the migration-blob usingTPMCMKCreateBlob which performs the
relevant checks to ensure that theViA did approve the migration to the

destination key.

{ useDEST i, to receive the key at the destination

In general, it is either the owner of the CMK or the migration aithority who
picks the destination key. The owner picks it at CMK creationtime while
the migration authority species it by providing a signature on the intended

destination key.
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Security Policies

In the speci cations for these APl commands, the designers ention a number of
security policies under the \informative comments" sectins. We list the more crucial

ones here;

1. keys must meet certain security requirements, dependiran their type, before

they will be loaded into the TPM. (e.g. a storage key must be 28 bits long).
2. only keys with a parent key of type storage can be loaded ngiTPM_oadKey
3. a non-migratable key can only be loaded if its migration Esword istpmProof

However, the designers did not specify the higher level seityi policies that when
compromised would result in serious attacks against the kapanagement module.

Nevertheless, we list some of them here
1. the master secretpmProof should never be discovered
2. non-migratable keys cannot be created under migratableapent keys

3. non-migratable keys cannot be injected into a TPM

Model and Results

Our Otter model of the key management module consisted of 7 APl commanand

a number of other attacker abilities such as the ability to hsh, generate raw key ma-
terial and encrypt arbitrary data. The APIs were modeled as @scribed in section 4.2,
where the APl command is written as a clause containing bothgsitive and negative
literals, the negative literals representing inputs or regjrements for the command and
the positive literals representing the e ects and return vlues of the command. To give
an example, we show thé®tter description for the TPMCreateWrapKeycommand

for generating non-migratable keys. The lines starting wht "%" are comments.

% TPM(x) = TPM has loaded x

% U(X) = User knows Xx
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% TPMKEY(x): the TPM generated this key X

% KEY(x,xuauth,xmauth,xtype,xmig) represents a key
% x = key identifier

%  xuauth = usage password

%  xmauth = migration password

% xtype = STORAGE, IDENTITY, etc

% xmig = MIG, NMIG (migratability)

%
%

priv(x) identifies the private half of key x

o

pub(x) identifies the public half of key x

o

% ASYM(priv(x),xuauth,xmauth,pub(y)) represents a key-b lob

o

%  priv(x) = private key of x
%  xuauth = usage password
%  xmauth = migration password

%  pub(y) = encrypted under public key of y

% TPM_CreateWrapKey for a non-migratable key (next four lin es)
% putting in key generation parameters
-KEY (x,xuauth,xmauth,xtype, NMIG) | -TPMKEY(X) |

% parent key of correct type, flag and user presents correct p assword
-KEY (y,yuauth,ymauth,STORAGE,NMIG) | -U(yuauth) |

% TPM has loaded the parent key
-TPM(y) |

% returns TPM_STORE_ASYMKEY blob
ASYM(priv(x),xuauth,xmauth, pub(y)) .
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Although we do want to model the attacker being able to pass iany value as input
to these APl commands, such a model would be exploring too masearch paths
unlikely to yield results, thereby polluting the analysis. Therefore, our model uses
the idea of data partitioning that was rst introduced by Youn et al[24]. We created
the predicatesASYMnd MIGBLOB represent asymmetric key blobs and migration
blobs respectively. This way, the attacker in our model wodl never be able to pass
0 a migration blob as input to a command expecting an asymmeic key blob. The
real command would probably throw an exception since the datstructures are so
di erent. However, we did not go so far as to de ne separate pdicates for regular
asymmetric keys and certi able-migration keys because tke keys, although di erent
in content, utilize the same data structure. By using the sam predicate, we are
allowing for blob-confusion where a certi able-migration key can be passed o as a
regular asymmetric key and vice versa.

Although we did not nd any \real" attacks on TPM v1.2 speci c ation, we found
two \near-miss" attacks that are only possible in a slightly awed implementation of

the TPM. Those attacks are covered in chapter 8.

7.3 Protected Storage

In this section, we describe the commands that allow TPM useito protect sensitive
data under two security measures - a cryptographic key and ¢hsoftware state of the
platform. Only with the correct key and the platform in the speci ed software state
will the TPM reveal the secret.

The rst measure is accomplished via encryption and the seed is accomplished
by specifying Platform Con guration Register (PCR) values. Recall from chapter 6
that the PCR are registers that contain hashes of software #t were loaded onto the
platform. As more software is loaded, the PCR igxtendedby setting the new PCR
value to be the hash of the old PCR value concatenated with agkst of the loaded
software. Using this extension operation, a register can mare what software was

loaded and the order in which the software was loaded in a siegvalue. Therefore,

70



by specifying values for each register (i.e. a PCR constréinthe user can select the
desired software state for secret release. The three comrdarthat e ect this feature

are:

TPMEXxtend extends a speci ed PCR with a speci ed value.

TPMSeal allows software to seal a secret to both a key and a \trusted"lgtform
con guration. It does this by encrypting the secret with thespeci ed key and
appending the required PCR values to the encrypted blob in aatnper-proof

data structure

TPMUnseal decrypts and reveals a secret sealed GyPMSeal if the user pro-
vides authorization to use the correct key and the platforman guration state

matches.

Since there were only three commands in this module, we demidto analyze the
commands together with other modules in the API. In the procss, we had to take into
consideration that the TPM design speci cations require a mimum of 16 registers
in the chip. However, if we proved that a single-register sigm could provide the
functionality and power of a multi-register system, our moels would only need to
consider a single register.

To show that a multi-register system is equivalent to a singtregister system, we
employed the idea of asimulation. A simulation is an algorithm describing how one
system mimics the functionality of another system; to showqgelivalence between the
two systems, we have to de ne simulations in both directionslt is easy to see how
a multi-register system can simulate a single-register ggm { it simply uses only
one of its registers. As for the other direction, we were unbbto nd a satisfactory
solution but nevertheless we will describe one of our incext approaches.

The single-register system can simulate the multi-registesystem by extending
its register every time a piece of software is hashed into amggister in the multi-
register system. This way, the single register captures dlie software as well as the
order that the software was hashed. However, this gives riteproblems when multi-

register PCR constraints are re-written for this single-rgister system. Recall once
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again that a secret is released only when the values in the r&grs match those in
the PCR constraints speci ed in the secret. Consider a sec¢réhat is released only if
the \secure network manager" is loaded after the \secure keel" and that its multi-
register PCR constraint consists of a value for just one regier. Although the single-
register system could have recorded the \secure kernel" lbe¢ the \secure network
manager"”, it could have recorded with many other software nuules in between. To
rewrite the multi-register PCR constraint for the single-egister system, the user would
have to consider all possible interleavings of other softreabetween the kernel and the
network manager and provide multiple PCR constraints suchhiat the secret would
be released as long as one was satis ed. Considering that soomknown software
module (e.g. a kernel extension) might be loaded as well, shbecomes absolutely
impractical, if not impossible for the user. Neverthelessye will present the Alloy

model for the above simulation.

Model

We de ned an Alloy model containing PCRatoms. One of these atomssPCR
represents the single-register system and the other atomsllectively represent the
PCRs in the multi-register system. Software programs loadeinto the system are
identi ed by Codeatoms. At the same time, they also represent the software daigts
used to extend the registers. The extension operations doteeeachPCRobject were

ordered with a one-to-one mapping to a set of orderdgixtend atoms.

open util/ordering[Extend]

sig Extend {}

/I set of software objects
sig Code {}

abstract sig PCR {

sequence: Extend lone -> lone Code
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/Il set of registers for the multi-register system
sig mMPCR extends PCR {}

/I a single register for the single-register system
one sig sPCR extends PCR {}

fact {
/I all software loaded is recorded
mPCR.sequence[Extend] = Code
sPCR.sequence[Extend] = Code

/I extensions are contiguous
all m: mPCR | let exts = m.sequence.Code, mx = max(exts) |

all e: Extend-exts | e in nexts(mx)

/I software is loaded one at a time

/I but can be extended into one or more mPCR registers
all disj c,c:Code | let pcrs = (sequence.c.Extend &
sequence.c'.Extend) |

I(some (pcrs.sequence.c & prevs(pcrs.sequence.c’))

&&

some (pcrs.sequence.c & nexts(pcrs.sequence.c’)))

}

We also de ned a set ofSecret atoms that represent secrets that are only revealed if
a particular platform con guration state is met. The required platform con guration
state for the release of a particular secret is represented pairs of (Code, Code)
constraints, where €;;c;) means that the secret requirex; to have been loaded
before c,. The secret may also require some software to be present lvefoelease

but this software has no temporal constraints on other pieseof software. Such
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information is not captured because that piece of softward,unloaded, can be loaded
unconditionally to allow the release of the secret. The PCRonistraints were expressed

as:

sig Secret {

constraints: Code -> Code

Next, we had to model the simulation described earlier by daing a predicate on the

system:

pred Simulate(){
/I for any register that was extended with c,cC'
all disj c,c:Code | some p : sequence.c.Extend & sequence.c  'Extend |
{
/I if ¢ was recorded before c' in p
/I then let it be the same for the single register
p.sequence.c in prevs(p.sequence.c')
=>

sPCR.sequence.c in prevs(sPCR.sequence.c’)

/I if ¢ was recorded after c' in p

/Il let it be the same for the single register
p.sequence.c in nexts(p.sequence.c')

=>

sPCR.sequence.c in nexts(sPCR.sequence.c’)

Alloy was able to nd an instance of this simulation in 32 seconds.
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7.4 Delegation

In the TPM version 1.1 design, the TPM-owner was responsibfer many managerial
and administrative tasks. In version 1.2, the concept of deyation was introduced
to give the owner the ability to release some of these respdmbties in a controlled
fashion, thereby shifting towards a role-based administt@an based on the principle
of least privilege.

The idea was to to enable the owner to delegate speci ¢c ownetiypleges to speci ¢
entities, rather than reveal the owner password, which wodilgive the entity all owner
privileges. The entity can either be an actual user, in whicbase the owner will have
to hand him the delegated password, or a process identi ed BRCR values.

The TPM delegation design consists of delegations assiggimn entity to the
delegated task and delegation families representing graupf delegations. The families
are there largely for administrative purposes and can be thght of as security groups.
The TPM owner can create and manage delegation families. The/ner can also create
delegations by choosing a new password, the target tasksgetharget entity and the
target delegation family. Every delegation and delegatiofamily has a veri cation
count that is used to determine if a delegation is still valid. To imalidate existing
delegations, the owner must increment the veri cation courof the delegation family,
thereby invalidating all delegations belonging to that farity, and then proceed to
update the veri cation counts for each of the desired delegians.

All delegation information is stored within the TPM in the family and delegation
tables but because the number of delegations is variable apassibly large, some
delegations exist as tamper-proof blobs externally. Talde7.3 and 7.4 show the data
elds in delegation and delegation family tables respectaly.

The following APl commands make up the delegation section tie TPM:

TPMDelegate _Manageas an owner-authorized command that manages the fam-

ily row. It can create, remove, disable or enable use of a dgdgion family.

TPMDelegate _CreateKeyDelegation creates a delegation to use a particular

key. Only one who knows the key's usage password can autherthis operation.
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Field | Description
ASCII Label | delegation name
Family ID | the family that this delegation belongs to
Veri cation Count | 32-bit number
Capabilities | the task that is being delegated and the
entity that it is delegated to

Table 7.3: Delegation Table elds

Field | Description
Family ID | 32-bit number
Row Label | the family name

Veri cation Count

32-bit number for invalidating delegations
belong to this family

Family Flags

enable/disable/admin ags

Table 7.4: Family Table elds

TPMDelegate _CreateOwnerDelegation is an owner-authorized command that

creates a delegation to perform a particular owner-authared task.

TPMDelegate _LoadOwnerDelegation loads an owner delegation. Key delega-

tions are not loaded; instead, they are presented when theansattempts to use

a key.

TPMDelegate _UpdateVerification

dates a delegation's veri cation count to that of the delegton family's.

Model and Discussion

Our previousAlloy models were static models { models that describe a single pra
shot of the system. For the delegation module, we decided t@aia dynamic model
{ one that models state transitions { since it could capture he changes in veri ca-
tion counts and delegation or family table changes. Deschily a dynamic model is
more challenging, especially iilloy
arti cial intelligence problem regarding the issue of retaing state information state

across transitions [20]. BecausAlloy
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assumes that anything can happen unless



constrained otherwise, it is necessary to write two constras for each APl com-
mand: a constraint expressing the state changes if the comnthwas made and a
second constraint expressing that the state does not changéhe command was not
made. For example, we describe thEPMUpdateVerificationCount command with

two predicates:

pred UpdateVcount(s,s": State, d:Del){

cnt.s' = cnt.s ++ d -> (dels.s.d).vent.s

pred NoUpdateVcount(s,s": State){

cnt.s' = cnt.s

}

Next, we also included theAuthorize predicate that is true only when the user is
authorized to perform a particular command in a particular g&ate. In our model,
the user is not the TPM owner and therefore must receive delaipns to perform
owner-authorized tasks. Next, we had to organize these ctmaénts across states
by constraining that between any two states, either the useis authorized and the

command succeeds or nothing happens:

pred Trace() {

/Il for all states

all s: State - SOrd/last() | let s' = SOrd/next(s) |

{
/I for some delegation family that hasn't been created
/I either the user is authorized and it is created
/I or it isn't created
some f:vent.s'.Count |

Authorize(s,Manage) and CreateFRow(s,s',f) or NoCreateF Row(s,s’)

some f: vent.s'.Count |
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Authorize(s,Manage) and IncFamily(s,s',f) or NolncFamil y(s,s')

some d:task.s'.Cmd, c:Cmd, fivcent.s'.Count |

Authorize(s,Create) and CreateDel(s,s',d,f,c) or NoCrea teDel(s,s")

some drow: DRow | some d:task.s.Cmd |

Authorize(s,Load) and LoadDel(s,s',drow,d) or NoLoadDel (s,s")

some d:task.s.Cmd |

Authorize(s, Update) and UpdateVcount(s,s',d) or NoUpdat eVcount(s,s’)

Although a cleaner model would enforce that only a single opion can occur be-
tween any two states, this model actually allows for any nundr of operations to
occur simultaneously, as long as they do not act on the samejetts. Finally, we

performed an analysis on the delegation commands by writiregfew assertions:

a user without a certain privilege and without a delegation d that privilege
can never exercise the privilege. This is the fundamentalcgity policy of the

delegation module.

the veri cation count of any delegation blob is never highethan the value of its
family's. If this were true, the delegation would remain vadl in the future even
though the family count was incremented to invalidate it, ttereby representing

a breach in temporal security.

Alloy found these assertions to be valid under a scope of 6 atoms i &nd 44

seconds respectively.
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7.5 Authorization

The authorization model surrounding the use of TPM resoureeis quite straight-

forward. The rst step to gaining access to any TPM resourcee(g. key, counter,
non-volatile memory index) is to create either arObject Independent Access Pro-
tocol (OIAP), Object Speci ¢ Access Protoco[OSAP) or Delegation Speci c Access
Protocol (DSAP) transport session to the entity. The transport sessins manage all
commands to the resource by creating a storage area for autization information,

creating an authorization handle and providing protectivenonces to guard against
replay attacks. On top of the transport session, access to\yamesource is further

guarded by the resource's 160-bit usage password.

In this section, we focus on modeling the underlying mechann of password au-
thorization for the two object-speci ¢ transport protocols OSAP and DSAP. By object
speci ¢, we mean that these transport sessions are opened foparticular resource
and not for a generic resource, which is the case for OIAP. Wih@ OSAP transport
session is created, the TPM creates session-storeand records thehandleto that
store. It then calculates the shared-secret based on the oesce's usage password
and records it in the session-store. Subsequently, when arwoand is made through
this session, the TPM retrieves the shared-secret from thession-store and veri es
that it was correctly generated from the target resource's sage password. If that
veri es, the shared-secret is used to calculate the HMAC ohe input parameters.
The resulting digest is checked against the input-paramatealigest provided by the
user. If the digests match, the command proceeds. This pr@seis repeated every

time a command is issued.

On the other hand, when a DSAP transport session is establisth, the TPM rst
checks the delegation for validity before creating the sess-store and generating the
shared-secret from the delegated password. Subsequentiftien a command is made
through this DSAP session, the shared-secret is retrievedhecked to be generated
from the delegated password and then used to HMAC the input pameters. If

the resulting digest matches the input-parameter digest prided by the user, the
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command proceeds. Similarly, this process is repeated gvdime a command is

issued.

Model and Results

We usedAlloy to model the authorization procedure since we needed a toa t
automatically reason about an arbitrary number of sessiorad resources. IOtter
these objects would have had to be hard-coded into the model.

We de ned a set ofResource objects, a set ofDel objects representing key dele-
gations and a set ofSession objects representing transport sessions. Ea@ession
object points to a target resource and contains a shared-setcof type Value. The
Value atoms are split into two subsets:Knownmatoms representing known values and

Secret atoms representing unknown secrets.

/I abstract means that Value objects do not actually exist

abstract sig Value {}

sig Known, Secret extends Value {}

sig Resource {

password: one Value

one sig Del {
/I each delegation has exactly one (resource, value) pair,
/I where Value is the delegated password

map: one (Resource -> Value)

We also de ned a set ofCommanobjects consisting of a transport session, a password
and a target resource. The commands would succeed only if ttransport session

logic successfully veri ed the command input-parameter dest:
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sig Command {
session: one Session,
password: one Known,

target: one Resource

To analyze the security of the OSAP and DSAP transport sessidogic, we asserted
that the user knows the target resource's usage password fat OSAP authorized

commands that succeeded. We did the same for the DSAP transpeessions:

assert DSAPisSafe {
/I for all commands, either the user knows the password
/I or he received a delegation for it
all c:Command |

c.target.password in Known || c.target in Del.map.Value

Our model found that the DSAP transport session was susceple to a key-handle
switching attack by producing a counterexample within a sqme of 10 atoms in 18
seconds (the full model can be found in Appendix B.1). IAlloy 's counterexample,
the attacker was able to successfully issue a command usingeaource for which he

did not know the usage password and did not receive a delegatifor.

The DSAP session command does not check that the target resoel in the input
parameters matches the resource speci ed in delegation bhase the usage password
of the target resource was not used to generate the sessioarsia-secret. Rather, it
is the delegation password that was used. Therefore, it is ggble for an adversary
to specify a completely arbitrary resource handle while dtiproviding the delegated
password. The command would still validate and the user wadibe given usage access

to the resource. This is illustrated in Figure 7-2.
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Figure 7-2: Key-handle switching attack

7.6 Model Integration

After analyzing each section of the API individually, we deded to assemble the
pieces incrementally to build a model of the full API. Our maa vehicle for this
task was Otter since our main goal was to derive serious API-chaining atties.
For those APl commands that were modeled irOtter , we merged them into a
single le. For those that were modeled inAlloy , we took the results from their
analyses and incorporated them into the existin@tter le. We rst started by
assembling the key management and protected storage modugence both dealt with
key material and secret data. The model consisted of 36 imgdition rules including
the ones describing the attacker's primitive abilities of mcryption, decryption, key
generation and hashing. However, it proved too large f@tter to handle and we
were unfortunately unable to proceed with integrating the ther modules, which we
leave for future work. In this section, we will describe thessues faced and some

possible solutions.

We chose to run our search in breadth-rst mode by forcingOtter 's given-
clause algorithm to select clauses from the sos list based the order they were
inserted. With this model, Otter 's search-space began to explode by the third
level. At this level, Otter was simply generating too many clauses that were being
forward subsumed by already existing clauses, leading to &axtreme slow-down in

productivity. This integrated model can be found in Appendk B.2 and Table 7.5
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shows the statistics ofOtter 's analysis of the model.

clauses given 3675
clauses generated 354310
clauses kept| 6034
clauses forward subsumed 348370
clauses back subsumed6
user CPU time | 657.85
system CPU time| 4.16
wall-clock time | 698

Table 7.5: Otter  statistics for the integrated model

There are a number of possible approaches to this problem ball require some

kind of trade-o :

We could try to reduce the number of kept clauses by introdueg weighting and
changeOtter 's given-clause algorithm to pick clauses based on their \ght
instead of their order in sos. Then, by de ning amaxweight constant and
putting extremely heavy weights on certain clauses, we canstruct Otter to
discard those clauses. The clauses we would want to discanme dhose that
would seem meaningless or nonsensical within the systemrgeconsidered. For
example, secrets that have undergone too many layers of gyption or hashing
would have lost their semantic value, so they become wortlsle To model
this, we useOtter 's weighting templatedo de ne the weights of clauses. For
example, to discard blobs that contain hashes of hashes ofshas, we can use
the $dots function. If $dots(t) occurs in a weight template, it matches any

term that contains t :

assign(max_weight,1000).

weight_list(pick_and_purge).

% let hashes of hashes of hashes have a weight higher than max_weight
weight(SHA($dots(SHA($dots(SHA(t))))), 1001)

end_of_list.
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Although this may help in reducing the number of kept-clause it seems that
the real problem is thatOtter is consuming time generating clauses that are

only being subsumed.

To control the generation of clauses, we could further pation the model's data
by creating new predicates for each kind of data blob. This wid control the
search-space explosion by reducing the branching factortbe search. At the
same time, however, it would limit the attacker's ability in trying to provide
illegal input to a command. In fact, this approach was tried ad did not greatly

improve the situation.

The most ideal way of controlling this blow-up is to remove tha branching factor
at the source. Otter was producing so many similar clauses that were being
subsumed because there were many paths to the same conclusiadicating
that many of our implication rules were giving similar resuk. We should remove
these \redundant" implication rules from the model. These dcisions, however,

represent an extremely di cult problem that we leave for future work.
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Chapter 8

Insecure TPM Implementations

The level of detail, clarity and coherence of the TPM v1.2 sgecation leaves many
details open to individual interpretation. In this chapter, we intend to highlight the

vulnerabilities that could arise from real TPM implementaions as a result of fol-
lowing the TPM speci cations. We consider three types of imgmentations of the
TPM speci cation { Insecure_Implementation_X, Y and Z { each with a successively
increasing amount of variance from the speci ed design andghlight the vulnerabil-

ities that could result. In particular, the complete break n security as a result of a
long chain of commands in Insecurmplementation_Z gives a avour of the attacks

we hope to nd with our techniques and tools.

8.1 Insecure _Implementation _X

Insecurelmplementation_X represents an implementation where ambiguities are re-
solved blindly. This could very well happen if an entry-levedeveloper without much
security engineering experience was asked to implement tABI simply based on the
original TPM speci cation. To see an example of the possible ects, we consider the
TPMDelegate UpdateVerification  command.

This command sets the veri cation count of a delegation blolio that of the
family's, thereby validating the delegation. The instructons for this command, as

taken from pg 147 and 148 of th& PM Main Part3: Commands|[1] speci cation, are:
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Verify the TPM Owner authorizes the command and parameters on
error return TPM_AUTHFAIL

Determine the type of input data (TPM_DELEGATE_ROW or
TPM_DELEGATE_BLOB or TPM_TAG_DELB_OWNER_BLOB)

and map D1 to that structure

Locate (D1 -> pub -> familylD) in the TPM_FAMILY_TABLE and et
familyRow to indicate row, return TPM_BADINDEX if not found

Set FR to TPM_FAMILY_TABLE.FamTableRow[familyRow]

If delegated, verify that the current delegation family

(FR -> familylD) == (D1 -> pub -> familylD); otherwise

return error TPM_DELEGATE_FAMILY

If delegated and (FR -> flags TPM_FAMFLAG_ENABLED) is FELS
return TPM_DISABLED_CMD

Set D1 -> verificationCount to FR -> verificationCount

If D1 is a blob, recreate the blob and return it.

The misleading step is step 8; it says to recreate the blob amdturn it. This com-

mand, if implemented incorrectly, will give the attacker baically a way of creating
arbitrary valid delegations. A valid delegation blob is onghat has a correct HMAC
digest keyed with the special valugpmProof, a secret known only to the TPM. There-
fore, an adversary cannot normally create rogue delegatibiobs without knowing this
secret. However, the above command does not check the validdf the input dele-

gation blob before recreating the blob with the new veri caibn count in step 8. An
invalid delegation blob can be passed in and the command wikturn an updated
and valid version. The fact that this command is owner-authdzed (in step 1) makes
the attack a little weaker since the owner is allowed to creatarbitrary delegations

anyway. However, the owner is not allowed to create arbitrgrkey delegations which

he can do so by using this command.
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8.2 Insecure _Implementation _Y

Next, we move on to Insecurdmplementation_Y, an implementation where arbitrary
design decisions are overridden by the developer for a reaable purpose (e.g. saving
programming and testing resources). Let us consider thEPMCMKCreateTicket
command that is used in certi able-migration by migration aithorities to certify
the intended migration key (destination key). Recall that erti able-migration is
migration only to parties either speci ed by the key owner othe migration authority

(MA). The command creates a speciadigTicket structure:
SHA1(tpmProof jj SHA1(verification public key) jj signed data)

Firstly, this data structure is not tagged with any meta-data describing what kind
of data it contains. Secondly, the placement of all three ites in the hash seems

completely arbitrary. By switching the order of the last twoitems:
SHA1(tpmProof jj signed data jj SHAL(verification public key))

we were able to perform a blob-confusion attack on the tHEPMCMKCreateKey com-

mand, which requires a hash the form:
SHA1(tpmProof jj SHAL1(MA public key) jj SHAL(this public key) )

as the migration password of the certi able-migration key CMK). Through a series of
API commands involving TPMSign, TPMAuthorizeMigrationKey , TPMCMKCreateKey
and this altered version of TPMCreateTicket , we were able to migrate an MA-
controlled certi able-migration key to an arbitrary key other than the one speci ed
by the MA. Although this attack was found through inspection it was quickly veri ed
by Otter and the model can be found in Appendix B.2.

8.3 Insecure _Implementation _Z

Finally, we move to Insecurelmplementation_Z, which is an implementation that

strays from the given speci cation in a single serious waynlthis section, we intend
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to demonstrate how a single aw in a fragile design can lead ta complete break
in security. In the TPM v1.2 speci cations, TPM_oad checks that the migration
password istpmProof (the TPM master secret) for any non-migratable key before
loading the key into memory. We consider a di erent versionJTPM_oad?2 that leaves

out this check fortpmProof, allowing us to create a series of very serious attacks.

Injection Attack

The rst in this series of attacks is theinjection attack. This attack relies on the
failure of the conventional migration process to provide terway authentication. An
honest source TPM can ensure that keys are migrated to only hest destination
TPMs but an honest destination TPM has no way of verifying thaan incoming key
originated from an honest TPM. Therefore, the obvious attdcwould be to spoof an

incoming migration-blob by doing the following:
1. useTPMCreateWrapKeyto create a key,K1
2. load the key into the TPM with TPM_oadKey

3. generate an asymmetric keyK2, manually and create a migration-blob struc-
ture containing K2 with a non-migratable ag. This can be done by encryp-
tion K24, with K1, and then OAEP encoding the result as specied in

TPMCreateMigrationBlob

4. load the above migration-blob into the victim TPM usingTPMConvertMigrationBlob ,
which does not perform a check on the key's migratability agnd subsequently
TPM_oadKey2 which does not check for the correct migration password @

a non-migratable key.

This attack gives the adversary knowledge of the private hiabf a non-migratable key

that is loaded in the TPM.
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Discovering tpmP roof

The next attack aims to discover the TPM master secrepmProof by leveraging on the
attacker's previous injection attack. Every non-migratale key created by the TPM
has its migration password set to the master secrépmP roof . Non-migratability is
ensured since no user can ever provide this secret value. ldgear, since we now know

the private half of a non-migratable key loaded in the TPM, wecan do the following:

1. create a non-migratable keyK1) with TPM _CreateWrapKey and designate K2
as the parent key. The command returns an asymmetric key bloéncrypted

under K2 o, with tpmProof as the migration password.
2. decrypt the key blob usingK2 ,;, to obtain tpmP roof

Knowledge of this master secret is disastrous since it is dséndirectly or directly)
in almost all the important commands in the TPM. As an examplewe show how to

extract any non-migratable key from the TPM once we have kndedge oftpmProof.

Extracting any key

This attack exploits the vulnerability that although there are three measures to pro-
tect against illegal migration of non-migratable key, onlywo are enforced and both
are bootstrapped to a single security assumption thapmP roof is kept secret. The

three measures are:
1. migration-key structures are authenticated since theyontain a hashedpmP roof .
2. every TPM key contains a migratability ag.

3. every TPM key has the migrate password bound to the privat&ey, which is

checked against the user provided password

During the migration process, (2) is never checked and (1) dr{3) rely on tpmP roof
being secret. Since our previous attack allows an adversaty discover tpmP roof ,

all non-migratable keys can now be extracted by doing the folving:

89



1. Construct the following blob:

[Kpug ; HMAC (Kpyg ; tpmP roof )]

authorizing K to be a migration key. Ordinarily, this can only be done throgh
TPMAuthorizeMigrationKey since only the TPM knowstpmP roof . However,
the knowledge of tpmProof allows the adversary to make ANYublic key a

migration key.

2. Export any non-migratable keyK °under K by providing the correct migration

passwordtpmProof

3. Decrypt the migration-blob obtained from (2) to obtain the private key value
of K@

This allows an adversary to extract keys generated by othempglications sharing the
TPM.
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Chapter 9

Conclusions and Future Work

9.1 Conclusions

In this thesis, we have shown the continued application of fimal methods and au-
tomated reasoning tools to the analysis of security APIs, iparticular, the Trusted
Platform Module. Using Otter and Alloy , we were able to capture many types
of API attacks, including a genre of attacks we had never codgred before { partial
attacks. Also, we have managed to demonstrate techniques fiealing with system
state and API complexity. Nevertheless, although we have derstood various APIs
and discovered attacks, it is interesting to note that the pactice of modeling an API
often produces results faster than the automated analysitself, as was the case for

the attacks described in this thesis.

9.1.1 Tool Comparison

Otter 's resolution-style theorem-proving is excellent for APthaining attacks and
blob-confusion attacks. Also, the ability to perform optinizations within the given-
clause algorithm to guide the search is extremely useful. Ehermore, if the system
state could be captured within a single predicate, the tratibnal \frame-problem"

becomes less of a hassle since a single predicate represemstsapshot of the entire

system. Lastly, the ability of Otter to handle user-interaction during the proof-
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search is an enticing bonus that may come in helpful. On the lm¢r hand, Otter 's
main disadvantage is at automatically reasoning about an bitrary number of objects.
All initial information has to be present in the system befoe Otter  begins reasoning
and it is unable to increase, for instance, the number of raswes, users and machines
in the model during its analysis.

Alloy is much better at reasoning about arbitrary sets of objectsGiven a bound,
Alloy can search all models corresponding to all combinations afars, machines and
resources. It is extremely powerful at reasoning about prepties and data structures
since these can often be precisely and concisely expresseélioy 's set, logical and
relational notations. We have seen great success at usiAijoy to model previously
found information leakage attacks and guessing attacks { tions that are less natural
to Otter . One avenue that has not been explored &lloy 's power in generating
lower-level API security policies based on higher-level es. Despite these strengths,
Alloy , being constraint-based, is unable to deal with too much dail when it comes
to APl modeling. An extra detail locally can result in an exta dimension to every
constraint globally, resulting in an extremely heavyweighmodel. Nevertheless, both
Otter andAlloy are excellent tools and complement each other when it comes t

API modeling.

9.1.2 TPM security

The TPM was designed to be the cornerstone for all future \trsted" applications.
Although we were unable to nd any long sequences of commanglding attacks

on the original specication (i.e. attacks unlikely to be fand by hand), we have
demonstrated serious one or two step vulnerabilities allamg the attacker to create
arbitrary valid delegations and use arbitrary resources. Ufthermore, we have shown
design weaknesses in the API that compromise its robustnessch as the over-reliance
on a single master secretpmProof. These design weaknesses can result in serious
vulnerability in a poor implementation of the TPM's ambiguaus speci cation, which

is highly likely considering the number of TPM chip manufaatrers. It is therefore

our recommendation that the TPM speci cation, as well as othr security product
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design speci cations, come with security policies at the &ure and API levels. This
way, security engineers can quickly analyze and reason abthe design at the feature

level while software developers can do the same as they impént the API.

9.2 Future Work

With this work, we have further developed the group's toolstechniques and experi-

ence in dealing with security APIs. This leaves us with a nundy of future directions:

Key Typing Language { we are currently working on trying to classify key-
typing meta-data into multiple subcategories likeform, role and control. Form
describes the mathematical properties of the key, role dedxes the intended use
of the key and control describes the ownership and respontip of the key. By
creating a language for de ning keys, security API designgrcan better commu-
nicate their intentions about various keys and engineers edetter analyze their
systems with these concepts in mind. Furthermore, it is poikde that analyzing
an API while only considering certain aspects of key-typingnformation may

help to manage complexity while still yielding results.

Europay-Mastercard-Visa  { EMVCo is an organization started in Europe
tasked with replacing all credit and debit cards with new clg-and-pin smart-
cards. With these more intelligent devices, ATMs and poinbf-sale machines
require extra APl commands to make banking transactions. Tik would be an

extremely rich area for future API research.

Modeling Partial Attacks { after witnessing Alloy 's strength in reason-
ing about information leakage and guessing attacks, thers great interest in
modeling partial attacks that do not compromise the securt policy fully but
compromise them su ciently enough to allow brute-force atacks. We foresee
this to be a di cult but important area of research as the per®onal computer

becomes more and more powerful.
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It is our hope that this research will spark 0 more academic tention in the area of

security APl analysis and help achieve higher industry sedty standards.
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Appendix A

Partial Attacks

This section contains theAlloy model verifying the cryptanalytic attack that Biham
[5] found on the ECBECBjOFB triple-mode block-cipher, described in section 5.2.
Biham's attack allowed the attacker to discover the key useth the OFB layer. It is
important to note that this model only describes the end goaif the attack { nding a
series of ciphertexts representing encryptions under onllge OFB key. SinceAlloy

is non-deterministic, it may nd di erent attacks (that yie |d the same result) other

than the one described by Biham when run on di erent platforrs.

A.1 Triple-mode DES

[* This Alloy model captures the cryptanalytic attack on the
ECB|ECB|OFB triple-mode block cipher. In this model, we com bine
the first two ECBs to form a single ECB operation

*/

module ECBOFB

open util/ordering[Block]

sig Value {

xor : Value one -> one Value
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fact XORfacts {
/I associativity

all a, b, ¢ : Value | xor.c.(xor.b.a) = xor.(xor.c.b).a

/I commutativity

all b : Value | xor.b = ~(xor.b)

/I identity

one identity : Value | no identity.xor - iden
}
sig Key{

enc: Value one -> one Value
}

fact EncFacts {

all disj k,k:Key | some (k.enc - k'.enc)

one sig OFB, K1 extends Key {}

sig Block {
p: one Value,
ofb: one Value,

c: one Value

fact BlockFacts {
/lthe ciphertext is a function of the plaintext and the ofb va
all b: Block | b.c = (K1.enc[b.p]).xor[b.ofb]
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/I setting up the OFB sequence through the blocks
all b: Block-last() | let b’ = next(b) |
b'.ofb = OFB.enc[b.ofb]

pred size() {
#Value > 5

some Xor

pred FindAttack(){

size()

/I the set contains the relevant properties that two sequent ial XORs

/I of outputs match two sequential XORs of OFB encryptions

all b':Block-first()-last() | let b=prev(b"), b"=next(b D
some d:OFB.enc.Value | let d'=OFB.enc[d], d"=OFB.enc[d" ] |
b.c.xor[b'.c] = d.xor[d] && b'.c.xor[b".c] = d'.xor[d" ]

run size for 8 but exactly 2 Key

run FindAttack for 8 but exactly 2 Key

On a 1 GHz PowerPC G4 Apple powerbook with 768 MB of RAM;run size for
8 but exactly 2 Key" completed in 1 minute 10 seconds antfun FindAttack
for 8 but exactly 2 Key" completed in 2 minutes 25 seconds yielding an instance

containing the attack that Biham had described.
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Appendix B

TPM Models

B.1 Authorization

This section contains theAlloy model of the authorization framework used in the
TPM. In this model, all three transport sessions (OIAP, OSAPand DSAP) are mod-
eled, together with a set of arbitrary resources and valuesThis model is able to
nd an instance where the attacker is able to issue a commandrfa particular re-

source without knowing the resource usage password or re@aj a delegation for the

resource.

[* This Alloy model demonstrates the key-handle
switching attack on the TPM's DSAP transport session
*/

module authorization

abstract sig Value {}

sig Known, Secret extends Value {}

/l a set of TPM resources (keys, memory locations, etc)
sig Resource {

password: one Value
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}

fact ResourceFacts{

/I we want a model where no two resources have the same passwad

all disj r,r': Resource | r.password != r'.password

/I a set of delegations
one sig Del {
map: one (Resource -> Value)
}
fact DelFacts{
/I all delegations delegate the use of a resource for which
/I the password is Secret and the new password is Known
all d:Del | let delegated = d.map.Value, newpass = d.map[Res

delegated.password not in Known && newpass in Known

/I a set of transport sessions
abstract sig Session {
resource: one Resource,
sharedsecret: one Value
}
sig OIAP, OSAP extends Session {}
sig DSAP extends Session {
del: one Del
}
fact Sessionfacts{
/I OIAP sessions do not have resources

all s:OlAP | no (s.resource)
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/Il for all OSAP session, the sharedsecret is derived from the resource

all s:OSAP | s.sharedsecret = s.resource.password

/I we want a model where each sessions is opened for a differen t resource

all disj s,s": Session | s.resource != s'.resource

/I all DSAP sessions get their resource and new password
/I from the delegation-blob
all s:DSAP | s.resource = s.del.map.Value

&& s.sharedsecret = s.del.map[Resource]

/I when a command atom exists, that means it was authorized
Il succesfully
sig Command {
session: one Session,
password: one Known,
target: one Resource
}
fact CommandFacts{
/I for OIAP sessions, the password given during command
/I must match the password of the resource
all c:Command |

c.session in OIAP => c.password = c.target.password

/I for all OSAP authorized commands, the TPM checks the targe t
/I resource and the password provided to make sure they match
all c: Command |

c.session in OSAP => c.password = c.session.sharedsecret & &

c.target = c.session.resource
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/I for all DSAP authorized commands, the TPM checks only the
/I password, not the target resource
all c:Command |

c.session in DSAP => c.password = c.session.sharedsecret

pred size(){}

/I Does OSAP allow unauthorized use of resources?

assert OSAPisSafe {
/I for all OSAP commands succesfully authorized, the user
/I knows the password for the target resource

all c: Command | c.session in OSAP => c.target.password in Kn own

/I Does DSAP allow unauthorized use of resources?

assert DSAPisSafe {
/I user cannot use any target for which the password is unknow n
/l and he did not receive a delegation for it
all c:Command |

c.target.password in Known || c.target in Del.map.Value

run size for 10
check OSAPisSafe for 10
check DSAPisSafe for 10

On a 1 GHz PowerPC G4 Apple powerbook with 768 MB of RAM;run size for
10" completed in 21 secondscheck OSAPisSafe for 10" completed in 25 seconds

and "check DSAPIsSafe for 10" completed in 18 seconds yielding a counterexam-
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ple.

B.2 Key Management and Protected Storage

This section contains theOtter model for the key management and protected stor-
age commands in the TPM. The rst section of the model is docuentation describing
the di erent predicates used and what they mean. The seconeé&ion of the model
lists the commands, the third section of the model sets up thenvironment by listing
the initial knowledge and the fourth section lists the goalef the attacker. Further-
more, by turning on/o the relevant commands (which will be indicated in the code),
this model will nd the Insecure_Implementation.Y and Z attacks as described in

chapter 8.

% TPM Specification Version 1.2
% this model captures the Key management and protected storage
% API commands and attacker abilities in an attempt to find an

% API-chaining attack on the system.

set(process_input).

set(sos_queue).

clear(print_kept).
clear(print_back demod).

clear(print_back_sub).
set(hyper_res).

assign(max_mem, 500000).
assign(max_seconds, 900 ).

assign(stats_level,1).

102



assign(max_proofs, 10).

%
%
%

%

%

%

%
%
%
%
%
%

%
%

o

o

%
%
%
%
%
%

o

TPM(x) = TPM has loaded x

U(x) = User knows x

TPMKEY(x): the TPM generated this key X

UKEY(x): user generated this key x

KEY (x,xupass,xmpass,xtype,xmig) = logical representat ion of a key
x = key identifier

Xxupass = usage password

Xmpass = migration password

xtype = STORAGE, IDENTITY, etc

xmig = MIG (migratable), NMIG (non-migratable)

priv(x) identifies the private half of key x

pub(x) identifies the public half of key x

ASYM(priv(x),xupass,xmpass,pub(y)) = user has this TPM_ ASYM_KEY struct
priv(x) = private key of x

Xxupass = usage password

Xmpass = migration password

pub(y) = encrypted under public half of key y

produced by: CreateKey, CMK_ CreateKey, ConvertMigrationBlob
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%

%
%
%
%
%
%
%
%

o

%

o

%
%

%
%

E(x,y) = encryption of x under y

MIGBLOB(priv(x),xupass,xmpass,pub(y)) = user has this O AEP encoded
TPM_MIGRATE_ASYMKEY struct

necessary to model separately because it has payload = TPM_PT_MIGRATE
priv(x) = private key

Xxupass = usage password

Xxmpass = migration password

pub(y) = encrypted under public key y

produced by: CreateMigrationBlob, CMK_CreateBlob

keyInfo(x,y) = x, y are parameters describing the key to be m odelled

SHA(X) = SHA 1of x

SHA(x1,x2,x3) = SHAL of the concatenation of three components

H(x,y) = hash done with a key, done with SHA1
X is the key type data

%'y is the key flag data.

%

%
%
%
%
%

%
%

SIG(x,y) = user has this signature of data x using private ke yy

Sealed(tpmProof,xencpass,xdata,xpcr,pub(key))
xencpass = usage password for this SEALED blob
xdata = data that is encrypted

Xpcr = pcr values

pub(key) = public key used to encrypt data

Bound(xpayload,xdata,pub(key))
xpayload = tag meta-data for this BOUND blob
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% xdata = data that is encrypted

% pub(key) = public key used to encrypt data

L pp— START OF USABLE --------

list(usable).

Q)= mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmee e
% Attacker Abilities
O/f)mmmmmmmmmmmmmmmmmcmmmmmmmmmmmmmmmmmmmmmmmemee e
96************************************************** *,kkkkkkkhkkkkkkkkkkkkk

% Command: Create restrictTickets
% may need to constrain this a bit more if Otter blows up
-U(SHA(X)) | -U(SHA(Y)) | -U(SHA(2)) | U(RTICKET(SHA(x),S HA(y),SHA(2))).

96************************************************** kkkkkkkhkkkkkkhkkhkkhkkkk

% Command: Generate Signatures, but only on RTICKETS to conmbl blow-up
-U(RTICKET(w,X,y)) | -U(priv(z)) | SIG(RTICKET(w,X,y),p riv(z)).

g@************************************************** *kkkkkkkkkkkkkkkkkkk

% Command: forging CMK_CreateKey ASYM structures
-U(priv(w)) | -U(SHA(y)) | -U(pub(2)) |
ASYM(priv(w),PASS,SHA(y),pub(z)).

-U(priv(w)) | -U(tpmProof) | -U(pub(z)) |
ASYM(priv(w),PASS, tpmProof,pub(z)).

-U(priv(w)) | -U(pub(2)) |
ASYM(priv(w),PASS,MPASS,pub(z)).
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96************************************************** kkkkkkkhkkkkkkkkhkkhkkkk

% Command: forging MIGBLOB structures
-U(priv(w)) | -U(SHA(y)) | -U(pub(z)) |
MIGBLOB(priv(w),PASS,SHA(Y),pub(z)).

-U(priv(w)) | -U(pub(2)) |
MIGBLOB(priv(w),PASS,MPASS,pub(z)).

96************************************************** kkkkkkkhkkkkkkkkhkkhkkk

% Command: Decrypt Blobs

-MIGBLOB(W,x,y,pub(z)) | -U(priv(z)) | U(dec(MIGBLOB(w, X,y,pub(z)))).
-U(dec(MIGBLOB(w,x,y,pub(z)))) | U(w).

-U(dec(MIGBLOB(w,x,y,pub(z)))) | U(x).

-U(dec(MIGBLOB(w,x,y,pub(z)))) | U(y).

-ASYM(w,X,y,pub(z)) | -U(priv(z)) | U(dec(ASYM(w,x,y,pu b(z2)))).
-U(dec(ASYM(w,X,y,pub(2)))) | U(w).
-U(dec(ASYM(w,x,y,pub(z2)))) | U(X).
-U(dec(ASYM(w,x,y,pub(z)))) | U(y).

-SEALED(v,w,x,y,pub(z)) | -U(priv(z)) | U(dec(SEALED(v, w,X,Y,pub(2)))).
-U(dec(SEALED(v,w,x,y,pub(z)))) | U(v).
-U(dec(SEALED(v,w,x,y,pub(z)))) | U(w).
-U(dec(SEALED(v,w,x,y,pub(z)))) | U(x).
-U(dec(SEALED(v,w,x,y,pub(z2)))) | U(y).

g@************************************************** *kkkkkkkkkkkkkkk

% Command: Implicit Knowledge of Blobs
-MIGBLOB(w,x,y,z) | U(MIGBLOB(w,X,y,z2)).
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-ASYM(w,X,y,z) | U(ASYM(w,X,y,2)).
-SEALED(v,w,x,y,z) | U(SEALED(v,w,x,y,2)).
-SIG(X,y) | U(SIG(x,y)).

Ok Rk kAR AR R AR AR kAR R AR AR Ak —————
% Command: SHAL

% limit SHA-ing to: public keys

-U(pub(x)) | U(SHA(pub(x))).

%-U(RTICKET(X,y,2)) | U(SHA(RTICKET(X,y,2))). disallow ed to prevent blowup

% TPM Transaction Set

% All commands here are separated by a line of **x*xixkrx

%************************************************** *kkkkkkkkkkkkkkkkkk

% Command: TPM_CreateWrapKey (non-migratable key)
-CreateKey |

% key generation parameters, specify that key is generated b y the TPM
-KEY (x,xupass,xmpass,xtype,NMIG) | -TPMKEY(X) |

% parent key of correct type, flag and user presents correct p assword

-KEY(y,yupass,ympass,STORAGE,NMIG) | -U(yupass) |

% TPM has loaded the parent key y
-TPM(y) |
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% returns TPM_STORE_ASYMKEY blob with tpmProof as migratipassword
ASYM(priv(x),xupass,tpmProof,pub(y)) .

% Command: TPM_CreateWrapKey (migratable key)

-CreateKey |

% key generation parameters, specify that key is generated b y the TPM
-KEY (x,xupass,xmpass,xtype,MIG) | -TPMKEY(x) |

% user presents usage password

-KEY(y,yupass,ympass,STORAGE,ymig) | -U(yupass) |

% TPM has loaded the parent key y
-TPM(y) |

% returns TPM_STORE_ASYMKEY blob
ASYM(priv(x),xupass,xmpass,pub(y)).

%************************************************** *kkkkkkkkkkkkkkkkkkk

% Command: TPM_LoadKey (non-migratable key)
-LoadKey |

% if key is non-migratable, it must have tpmProof

-KEY (x,xupass,tpmProof,xtype,NMIG) |

% providing blob and TPM has loaded parent key
-ASYM(priv(x),xupass,tpmProof,pub(y)) | -TPM(y) |
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% user provides the correct auth
-KEY(y,yupass,ympass,STORAGE,NMIG) | -U(yupass) |

% TPM loads the key
TPM(X).

% Command: TPM_LoadKey (migratable key)
-LoadKey |

% if key is non-migratable, it must have tpmProof

-KEY (x,xupass,xmpass,xtype,MIG) |

% providing blob and TPM has loaded parent key
-ASYM(priv(x),xupass,xmpass,pub(y)) | -TPM(y) |

% parent key is of proper type,flag and user provides correct password

-KEY(y,yupass,ympass,STORAGE,ymig) | -U(yupass) |

% TPM loads the key
TPM(X).

%************************************************** kkkkkkkhkkkkkkkkhkkhkkk

% Command: TPM_LoadKey2 flawed implementation
-LoadKey2 |

% tpmProof is not need even if key is non-migratable (FLAW)

-KEY (x,xupass,xmpass,xtype,NMIG) |

% providing blob and TPM has loaded parent key
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-ASYM(priv(x),xupass,xmpass,pub(y)) | -TPM(y) |

% user provides the correct auth
-KEY(y,yupass,ympass,STORAGE,NMIG) | -U(yupass) |

% TPM loads the key
TPM(X).

96************************************************** kkkkkkkhkkkkkkkkhkkhkk

% Command: TPM_Seal

-Seal |

% sealing key is a non-migratable storage key

-KEY (x,xupass,xmpass,xtype,xmig) | -U(xupass) |

% user provides an encrpytion auth value and PCR values
-TPM(x) | -U(xencpass) | -U(xdata) | -U(xpcr) |

% TPM seals the data
SEALED(tpmProof,xencpass,xdata,xpcr,pub(x)).

96************************************************** kkkkkkkhkkkkkkkkkik

% Command: TPM_Unseal

-Unseal |

% unsealing key is a non-migratable storage key
-KEY (x,xupass,xmpass,STORAGE,NMIG) | -U(xupass) |

% user provides the sealed blob
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-SEALED(tpmProof,xencpass,xdata,xpcr,pub(x)) | -U(xen cpass) |

% returns the data
U(xdata).

g@************************************************** *kkkkkkkkkkkkkkk

% Command: TPM_Unbind
-Unbind |

% unbinding key must be of type BIND or LEGACY
-KEY (x,xupass,xmpass,BIND,xmig) | -U(xupass) |

% input is a TPM_BOUND_DATA structure, user gets decrypted alue
-BOUND(PT_BIND,xdata,pub(x)) | U(xdata).

g@************************************************** *kkkkkkkkkkkkkkk

% Command: TPM_Unbind
-Unbind |

% unbinding key must be of type BIND or LEGACY
-KEY (x,xupass,xmpass,LEGACY,xmig) | -U(xupass) |

% input is a TPM_BOUND_DATA structure, user gets decrypted dalue
-BOUND(PT_BIND,xdata,pub(x)) | U(xdata).

g@************************************************** *kkkkkkkkkkkkkkkkk

% Command: TPM_Sign
-Sign |
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% parent key is of proper type, flag and user provides correct password

-KEY (y,yupass,ympass,SIGN,ymig) | -U(yupass) |

% signs the blob
-U(SHA(X)) | SIG(SHA(X),priv(y)).

96************************************************** kkkkkkkkkkkkkkkhkkik

% Command: TPM_AuthorizeMigrationKey (MIGRATE)

% Migration Schemes = MIGRATE, REWRAP, RESTRICT_MIGRRRBVE,
% APPROVE_DOUBLE

-AuthorizeMigrationKey |

% showing TPM owner password and present migration key
-U(TPMowner) | -Trust(x) |

% return a TPM_MIGRATIONKEYAUTH structure
U(SHA(pub(x),MIGRATE,tpmProof)).

96************************************************** kkkkkkkkkkkkkkk

% Command: TPM_AuthorizeMigrationKey (other variants)

-U(TPMowner) | -Trust(x) | U(SHA(pub(x),REWRAP,tpmProof)).
-U(TPMowner) | -Trust(x) | U(SHA(pub(x),RESTRICT_ MIGRAE,tpmProof)).
-U(TPMowner) | -Trust(x) | U(SHA(pub(x),APPROVE,tpmProof)).
-U(TPMowner) | -Trust(x) | U(SHA(pub(x),APPROVE_DOUBLfmMProof)).

96************************************************** kkkkkkkkkkkkkkkkk

% Command: TPM_CreateMigrationBlob (MIGRATE)
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-CreateMigrationBlob |

% provide TPM_MIGRATIONKEYAUTH containing migration kez) (
-U(SHA(pub(z),MIGRATE,tpmProof)) |

% present TPM_STORE_ASYMKEY containing key to be migrated (
-ASYM(priv(x),xupass,xmpass,pub(y)) | -U(xmpass) |

% no restrictions on parent key, flag and user presents corre ct password

-KEY(y,yupass,ympass,ytype,ymig) | -U(yupass) |

% returns the OAEP encoded TPM_MIGRATE_ASYMKEY structure
MIGBLOB(priv(x),xupass,xmpass,pub(z)).

% Command: TPM_CreateMigrationBlob (REWRAP)

-CreateMigrationBlob |

% provide TPM_MIGRATIONKEYAUTH containing migration kez) (
-U(SHA(pub(z),REWRAP,tpmProof)) |

% present TPM_STORE_ASYMKEY containing key to be migrated (
-ASYM(priv(x),xupass,xmpass,pub(y)) | -U(xmpass) |

% no restrictions no parent key, flag and user presents corre ct password

-KEY(y,yupass,ympass,ytype,ymig) | -U(yupass) |

% returns the TPM_STORE_ASYMKEY rewrapped under migrakey z
ASYM(priv(x),xupass,xmpass,pub(z)).
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g@************************************************** kkkkkkkhkkkkkkkkkik

% Command: TPM_ConvertMigrationBlob (MIGRATE only)

-ConvertMigrationBlob |

% present the TPM_MIGRATE_ASYMKEY structure
-MIGBLOB(priv(x),xupass,xmpass,pub(z)) |

% parent key must have type STORAGE, user presents correct pasword

-KEY(z,zupass,zmpass,STORAGE,zmig) | -U(zupass) |

% converts TPM_MIGRATE_ASYMKEY to TPM_STORE_ASYMnand retu
ASYM(priv(x),xupass,xmpass,pub(z)).

g@************************************************** kkkkkkkhkkkkkkkkik

% Command: TPM_CMK_CreateKey (part 1)
-CMK_CreateKey |

% specify the Migration Selection Authority / Migration Aut hority (z)
-CMKEY (x,xupass,NULL,xtype,MIG) | -U(z) |

% parent key must have type STORAGE, user presents correct pasword
-KEY(y,yupass,tpmProof, STORAGE,NMIG) | -U(yupass) |

% returns a TPM_KEY12 with TPM_STORE_ASYM inside
ASYM(priv(x),xupass,SHA(tpmProof,z,SHA(pub(x))), pub (y)).

% Command: TPM_CMK_CreateKey (part I1)
-CMK_CreateKey |
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% specify the Migration Selection Authority / Migration Aut hority (z)
-CMKEY (x,xupass,NULL,xtype,MIG) | -U(z) |

% parent key must have type STORAGE, user presents correct pasword
-KEY(y,yupass,tpmProof, STORAGE,NMIG) | -U(yupass) |

% must also change the migration password for key X
KEY (x,xupass,SHA(tpmProof,z, SHA(pub(x))),xtype,MIG)

g@************************************************** *kkkkkkkkkkkkkkk

% Command: TPM_CMK_CreateTicket
-CMK_CreateTicket |

% user presents signed data (x), signature, verification ke y (Y)
-U(X) | -SIG(x,priv(y)) | -U(pub(y)) |

% returns the sigTicket
U(SHA(tpmProof,SHA(pub(y)),X)).

g@************************************************** *kkkkkkkkkk

% Command: TPM_CMK_ CreateTicket2 (flawed implementatipn

% same as CMK_CreateTicket except order of components is swiched

-CMK_CreateTicket2 | -U(x) | -SIG(x,priv(y)) | -U(pub(y)) |
U(SHA(tpmProof,x,SHA(pub(y)))).

g@************************************************** *kkkkkkkkkk

% Command: TPM_CMK_CreateBlob (RESTRICT_MIGRATE)
% also documented as migration directly to a MSA
-CMK_CreateBlob_Restrict_Migrate |
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% output from TPM_AuthorizeMigrationKey, zmsa = MSA key = d#ination key
-U(SHA(zmsa,RESTRICT_MIGRATE,tpmProof)) |

% user inputs digest of the source key
-U(SHA(zsrc)) |

% TPM_KEY12 structure from CMK_CreateKey
-ASYM(priv(x),xupass,SHA(tpmProof,SHA(zmsa),SHA(zsr c)), pub(y)) |

% parent key must non-migratable, user presents correct pas sword

-KEY(y,yupass,tpmProof,ytype,NMIG) | -U(yupass) |

% returns OAEP encoded TPM_MIGRATE_ASYMKEY structure
MIGBLOB(priv(x),xupass,SHA(tpmProof, SHA(zmsa),SHA(zsrc)),zmsa).

% Command: TPM_CMK_CreateBlob (APPROVE)
% indirect migration that requires MA(zma) approval
-CMK_CreateBlob_Approve |

% proper TPM_MIGRATIONKEYAUTH from TPM_AuthorizeMigkaly
-U(SHA(zdest,APPROVE,tpmProof)) |

% user-input restrictTicket, broken into three pieces
-U(SHA(zma)) | -U(SHA(zdest)) | -U(SHA(zsrc)) |

% TPM_KEY12 structure from CMK_CreateKey
-ASYM(priv(x),xupass,SHA(tpmProof,SHA(zma),SHA(zsrc )), pub(y)) |

116



% parent key must non-migratable, user presents correct pas sword

-KEY(y,yupass,tpmProof,ytype,NMIG) | -U(yupass) |

% sigTicket from CMK_CreateTicket
-U(SHA(tpmProof,SHA(zma),RTICKET(SHA(zma),SHA(zdesEHA(zsrc)))) |

% rewraps the TPM_KEY12 structure under zdest
ASYM(priv(x),xupass,SHA(tpmProof,SHA(zma),SHA(zsrc) ), zdest).

% Command: TPM_CMK_CreateBlob (APPROVE_DOUBLE)
% requires MA(zma) approval
-CMK_CreateBlob_Approve_Double |

% proper TPM_MIGRATIONKEYAUTH from TPM_AuthorizeMigkatly
-U(SHA(zdest,APPROVE_DOUBLE,tpmProof)) |

% user-input restrictTicket, broken into three pieces
-U(SHA(zma)) | -U(SHA(zdest)) | -U(SHA(zsrc)) |

% TPM_KEY12 structure from CMK_CreateKey
-ASYM(priv(x),xupass,SHA(tpmProof,SHA(zma),SHA(zsrc )), pub(y)) |

% parent key must non-migratable, user presents correct pas sword

-KEY (y,yupass,tpmProof,ytype,NMIG) | -U(yupass) |

% sigTicket from CMK_CreateTicket
-U(SHA(tpmProof,SHA(zma),RTICKET(SHA(zma),SHA(zdesEHA(zsrc)))) |

% does the OAEP encoding
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MIGBLOB(priv(x),xupass,SHA(tpmProof,SHA(zma),SHA(zsc)), zdest).

% Command: TPM_CertifyKey
-CertifyKey |

% certifying key and authorization

-KEY (y,yupass,ympass,ytype,ymig) | -U(yupass) | -TPM(y) |

% key-to-be-certified and authorization

-KEY (x,xupass,xmpass,xtype,xmig) | -U(xupass) | -TPM(x) |

% creating the signature
SIG(SHA(pub(x)),priv(y)).

% Command: TPM_CertifyKey2
-CertifyKey2 |

% migrationPubDigest
-U(xmigpubdigest) |

% certifying key and authorization

-KEY(y,yupass,ympass,ytype,ymig) | -U(yupass) | -TPM(y) |

% key-to-be-certified and authorization
-KEY (x,xupass,xmpass,xtype,SHA(tpmProof, SHA(xmigpubdigest), SHA(pub(x)))) |
-U(xupass) | -TPM(x) |

% creating the signature
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SIG(SHA(pUb(X)), priv(y)).

end_of list.
% --- END OF USABLE ---

% ---- START OF SOS

list(sos).

% Command Enabling: put a "-" in front to turn off the command

% by default, we turn off the flawed commands

CreateKey.

LoadKey.

-LoadKey?2.

Sign.

Seal.

Unseal.

Unbind.

AuthorizeMigrationKey.
CreateMigrationBlob.
ConvertMigrationBlob.
CMK_CreateKey.
CMK_CreateTicket.
-CMK_CreateTicket2.
CMK_CreateBlob_Restrict_Migrate.
CMK_CreateBlob_Approve.
CMK_CreateBlob_Approve _Double.
CertifyKey.

CertifyKey2.
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Oy m e e —-

% user generated key

UKEY(KEY1).
KEY(KEY1,PASS,MPASS,STORAGE,NMIG).
U(pub(KEY1)).

U(priv(KEY1)).

% user generated key

UKEY(KEY?2).
KEY(KEY2,PASS,MPASS,STORAGE,MIG).
U(pub(KEY2)).

U(priv(KEY2)).

% TPM Storage Root Key

TPMKEY/(SRK).
KEY(SRK,SRKPASS, tpmProof, STORAGE,NMIG).
TPM(SRK).

U(pub(SRK)).

% STORAGE1 = non-migratable storage
TPMKEY(STORAGEL1).
KEY(STORAGE1,PASS,tpmProof, STORAGE,NMIG).
U(pub(STORAGEL)).

% STORAGE2 = migratable storage
TPMKEY(STORAGE2).
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KEY(STORAGE2,PASS,MPASS,STORAGE,MIG).
U(pub(STORAGE?2)).

% TPM generated Certifiable-Migration Key
CMKEY(CMK, PASS, NULL, SIGN, MIG).
U(pub(CMK)).

% One Migration Authority (MA) key:

% this predicate is commented out because we do not want the
% MA key to be generated. rather, it just exists

% KEY(MA,NULL,NULL,STORAGE,NMIG).

U(pub(MA)).

% One Migration Selection Authority (MA) or destination key
U(pub(TPM2)).

% MA certifies TPM2 with a signature
SIG(RTICKET(SHA(pub(MA)), SHA(pub(TPM2)), SHA(pub(GNIKpriv(MA)).

% User-known passwords
U(PASS).

U(MPASS).

U(SRKPASS).

% make user the TPM owner

U(TPMowner).
% keys that the TPMOwner trusts (for migration)

Trust(TPM2).
Trust(KEY1).
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end_of_list.
% --- END OF SOS ----

list(passive).

% Insecure_Implementation_Y

% Turn on CMK_CreateTicket2

% the CMK should only be migrated to TPM2 (as certified by the M A)
-MIGBLOB(priv(CMK),PASS,SHA(tpmProof, SHA(pub(MA)) A (pub(CMK))),pub(KEY1)).

% Insecure_Implementation_Z

% Turn on TPM_LoadKey2

% Loading a user-generated non-migratable key into the TPM
-TPM(KEY1).

% Cannot extract private halves of non-migratable keys
-U(priv(MA)).

-U(priv(STORAGEL)).

-U(priv(SRK)).

% Ultimate goal

-U(tpmProof).

end_of list.
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